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5 > Nginx &%

£ CentOS 1, {RATLAERRIN T ap<k%a= Nginx:

sudo yum install epel-release
sudo yum install nginx

sudo systemctl enable nginx
sudo systemctl start nginx

£ Ubuntu &, {Re]LAERISN T ap<$k%%E Nginx:

sudo apt update -y

sudo apt install nginx

sudo systemctl enable nginx
sudo systemctl start nginx



Nginx Be&E3 {4 <

AT A— MRS Nginx BcBE X4, fBXECETNR MAFEZIT

user www www; # Nginx {EFERIBFFIEFA

worker_processes 2; # worker Hf2EE

pid /var/run/nginx.pid; # nginx {EFAAY PID 48R

# HEZE [ debug | info | notice | warn | error | crit ]

error_log /var/log/nginx.error_log info; # HE&IR. HEFR

events {

worker_connections 2000; # &4~ Worker 2ME(Y

# use [ kqueue | epoll | /dev/poll | select | poll ];

use kqueue; # SE{FLLIEEEY

http {

include  conf/mime.types; # 3|\ mime-types

default type application/octet-stream; # IZBEIAER FHY mime-type
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log format main  '$remote_addr - $remote _user [$time _local] '

"$request” $status $bytes sent '

m non no

$http_referer" "$http_user agent

"$gzip _ratio"’; # HEIE

log format download '$remote_addr - $remote_user [$time local]

"$request” $status $bytes sent’

m non no

$http_referer" "$http_user agent

"$http range" "$sent_http _content range"; # BHEX HERE{

client_ header timeout 3m; #2 FimLiBATATE
client_body timeout 3m; #ZFiR{EBEATATE)

send_timeout 3m; #IREIERERTATE

client_header buffer size 1k; # ZEimskEFAN

large _client_header _buffers 4 4k; # BRAEFimkEFA/N

gzip on; #2EFFE Gzip
gzip_min_length 1100; # Gzip &-BRVERZER(E
gzip_buffers 4 8k; # gzip E4&FF Buffer

gzip_types  text/plain; # gzip {#FEAY mime-type

output_buffers 1 32k; # #itH buffer
postpone output 1460; #ExE Nginx RIXEEFine/NIEIE, GNRATEERNE, IR

BiiEakix, BRIREIHE



Nginx BeE&3 4t < 8

sendfile on; # M sendfile &iX3 4

tcp_nopush  on; # (KT sendfile B9EFR. EEEBE Ngink E— M UEEHE
AR, LARESIRE P RIE— B

tcp_nodelay  on; #3522 TCP_NODELAY I, BT keep-alive &z

send_lowat  12000; # SNSRAFFE, Nginx BEEEFIRERF=LMD ISR

keepalive_timeout 75 20; #1ExE keep-alive IEHEFESZ A, FNSHBETEMMN

p 2

S ixR" Keep-Alive” sk

#lingering time  30; #7E£{#H lingering close IS HEES, [FRIZIESIEEEF
IR /9 7 AR SHISE R BRI T YRR

#lingering_timeout 10; #25& lingering_close, 1Z18<$ B~ Nginx TEXAE FimiE
EZH), JEREEZHIERFEEA

#reset_timedout_connection on; #{FAXMESZ/E, BRTRNEESIIZAIKAE,

BRGEXIRE. BARRSELT FIN_ WAITT, XFRESIEs—BIR5EE

server {
listen one.example.com; # {xITiE3

server name one.example.com www.one.example.com; # FHlig&

access log /var/log/nginx.access log main; #iIcRHE&

location / {

proxy_pass http://127.0.0.1/; # &S IEHHE



9 > Nginx BeE&3Z{t

proxy redirect off; # IREBIRMEE A

proxy set header Host $host; # i¥& proxy 3k
proxy set header X-Real-IP $remote_addr; # i¥EHL IP

#proxy_set_header X-Forwarded-For $proxy add x forwarded for; # i&&

Rk

client max_body size  10m; # ZEFIREREXE

client body buffer size 128k; # Z &K Buffer A(E

client body temp path  /var/nginx/client_body temp; # ZFimiEXKIGHS
i:YEs

proxy_connect timeout  70; # 2 FisEEEERT
proxy_send_timeout 90; # EFimAIXERT
proxy read_timeout 90; # B um e GERT

proxy send_lowat 12000; # Z P imHEEEaT

proxy buffer size 4k; # IE Buffer X/

proxy buffers 4 32k; # KEAE buffer Bii &

proxy busy buffers size 64k; # KIERITIRIE R T Buffer BiE

proxy_temp file write_size 64k; # RIBS/4H-EFEE

proxy_temp_path /var/nginx/proxy_temp; # f{IBEFIRE

charset utf-8; # charset i8&



Nginx BeE&3 {4 < 10

error_page 404 /404.html; # BCE 404 TAHE

location = /404.html { # 1§ & 404 TAEmAIEN

root /spool/www; # i&E 404 TAHEERA /spool/www B

location /old_stuff/ { # iR& /old_staff/#iNl

rewrite ~/old_stuff/(*)$ /new stuff/$1 permanent; # 301 BkEEZEIFTAIARNY

location /download/ { # i&& /download {1

valid_referers none blocked server names *.example.com;

if ($invalid_referer) { #REMAERXE *.example.com HJIEK

#rewrite / http://www.example.com/;

return 403;

#rewrite log on;

# rewrite /download/*/mp3/*.any_ext to /download/*/mp3/*.mp3

rewrite A/(download/.*)/mp3/(*)\..*$
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/$1/mp3/$2.mp3 break;

root /spool/www;
#autoindex on; # E5FEBEEN Index

access log /var/log/nginx-download.access log download;

location ~* \.(jpglipeg|gif)$ {
root /spool/www;
access _log off;

expires  30d;



Nginx an $#RIE

Nginx IR RS ITRIENT:

nginx -t Uiz Nginx BEEXHEE/HEEK;
nginx -s reload EHTANE Nginx BCESX4;

nginx -V & Nginx iR ER. RFSHEF,

Nginx <SR
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13 > #F3 Nginx B9 snippet

B

Nginx By snippet

M @ fEEpksEE] www s, Il E www

server {
listen 80;
server_name example.org;

return 301 $scheme://www.example.org$request_uri;

server {
listen 80;

server_name www.exa mple.org;

M www laBkiEZE @fs, Zi& www

server {
listen 80;

server_ name www.domain.com;

return 301 $scheme://domain.com$request_uri;

server {



#H Nginx B snippet < 14

listen 80;

server_name domain.com;

# nginx config for virtualhost goes here

server {
server_name old-site.com

return 301 $scheme://new-site.com$request_uri;

add_header "X-UA-Compatible" "ie=edge";

add_header Cache-Control "max-age=31536000, immutable";

add_header Strict-Transport-Security "max-age=31536000; includeSubDomains"

always;

proxy set header Host $http host;



15 > HH Nginx B9 snippet

proxy set header X-Real-IP $remote_addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;

proxy set header X-Forwarded-Proto $scheme;

gzip on;

gzip_buffers 16 8k;

gzip_comp _level 6;

gzip_http version 1.1;

gzip_min_length 256;

gzip_proxied any;

gzip_vary on;

gzip_types
text/xml application/xml application/atom+xml application/rss+xml

application/xhtml+xml image/svg+xml
text/javascript application/javascript application/x-javascript
text/x-json application/json application/x-web-app-manifest+json
text/css text/plain text/x-component
font/opentype application/x-font-ttf application/vnd.ms-fontobject
image/x-icon;

gzip_disable "msie6";

open_file_cache max=1000 inactive=20s;

open _file_cache valid 30s;



HF3 Nginx B9 snippet

open file_cache min_uses 2;

open file_cache _errors on;

ss|_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

if ($request_uri ~ "A[A?]¥2//") {

return 301 $scheme://$host$uri$is args$args;

if ($uri 1~ "\.[a-z0-9]{2,4}$") {

rewrite "[*/]1$" $scheme://$host$uri/ permanent;

location /status {
stub_status on;

access_log off;

location / {

16



17 > HH Nginx B9 snippet

# block one workstation

deny 192.168.1.1;

# allow anyone in 192.168.1.0/24
allow 192.168.1.0/24;

# drop rest of the world

deny all;

location ~ /\.(?!well-known).* {
access_log off;
log_not_found off;

return 404;

location ~ /\.git {
access_log off;
log_not found off;

return 404;

location ~ /\.ht {

access_log off;



log_not found off;

return 404;

HF3 Nginx B9 snippet
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