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OxAn R 0 L PR e sl A £ 4

BO to CF PRAT DU VERE 2 IR F 14 ISO/IEC 7816 - 4 45X
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B2 Read Record(s)
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CA Get Data
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D2 Write Record
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DA Put Data
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E2 Append Record
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Case 1:

Mo Cormmand data, CLA | INS P1 P2

Mo Response required

Case 2:

Mo Cormmand data, CLA INS P1 Pz Le

‘Yoz Fesponse required

Case 3: Data

Yas Cormmand data, CLA | INS P1 P2 Le Field

Mo Response required 1€

Case 4: Data

‘Yaz Cormmand data, CLA | INS P1 Pz Le Field Le
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A SR N R PP R DAAS R 654 7 AR AN [ ) APDU fir %
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: Trailer
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Data
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Fl—A APDU fir AL, Wi APDU 5 ] 384 i) A1 A B i 7 B
o HPRFEE (AIARKREE, ) APDU A4 R Le fiE) ¢ X NIRRT B AL SN N H R R IR
EIIREE/

© SWI1 (139 « RXAMEMTBULIRET

=

« SW2 (19791 « ENMMBERFBERES 2.

X LR A FIELE 1SO 7816 - 4 Fisud 58 X:

Response Code
(SW1, SW2)
Process Completed Process Interrupted
Normal Processing Warning Execution Error Checking Error
61,XX or 90,00 62,XX or 63, XX 64,XX or 65,XX 67,XX to 6F XX

K 5. mi R RS

Java Card HESE W I 4 R 11 (1 1SO7816 Java #1115 ST V42 Bk 35 B IV i [ 4t 54X
it

3. i APDU

B2 —NEENT APDU HI T BTt £ 1/ AR, JCRE At Fl /N FI AR 1) process ()77
Vs JEEENE APDU A — AN SHALIX o AN IR P L AU#NT APDU f74, AL A2
AN APDU, AR JEHE4E HIAUR [F147 JCRE.

RMI(JCRMI)H THAH 7Y

S R A BT SE J2SE RMI A3 A 20T G B i — A T4

7E RMIABIRS e, — AR 55 2 W R P G A T 5 1) (R RER 5, O H—AN% P N AR 3k
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R SR, AR E R e Tk, 78 JCRMI R, Java Card /W 7 A2 IR ST
TR SIVA Y A e Ik 8

JCRMI 12§ RMIService $#24t #§ e F 544 javacardx.rmi # . JCRMI i B3 5 81 f A
RMIService 7711 APDU %1%, #uh)iffiii, JCRMI 24t T —/NET APDU ¥ SR BIAL ) 43 A

ARG, TERX AU 55 a1 P, RIEMEETHAR R S AR FIE.

5. MEAMLECR

Java Card MEFINLQICVM)FLTEE XL T Java F2)7 %k i 5 I —A TR — A H T8 BE RIS A

Java [FREIINL, A4E —REHIE RS MO, BLEZ ICVM fiE4 4,

AT Java Card -5 FUREAUBLIE B2 SEBL, —FBMERAL, — I isqTE RA L .~ L) Java
Card HEAUBLAFRE 7515 L B RN G445 S Java REFUNLES 20/ — DM IF R T H, — Bl Java
Card #eit TR, Jeii. KMt —0 i R AN IR Java 26, HIT/ER BT, B TR
f i if 22— Converted Applet(CAP) L, Xt — M —> Java T2/ 76 i1 K030 Hefhe
FEFF RIS 2 773845 Java Card FHVE .

JCVM HSZHF Java R Fr Bt i 5 10— M BRI 148, SR E IR B T VF 2 BB I, B4
M. PP AN ZAE. ERUTR. BORIRE . ICVM BT T X2 1E 5 0 R ISR,

DR A X 2 35 03 RE S B AR 2 0 RE R AR AR AT R K AL A7«

L 1. Java Card 5 = BB 3 B B

ARSI AP (javallang.securitymanager). ZEFE . A5 v RN T T R R A U i) 457
ANLFE.

KEETY | ASSCEF native. synchronized. transient. volatile. strictfp.

3

e

ANIFF char. double. float Fl long, AN SZHFZ 4EAUAL. % int 30 REZTTIE.
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AR T Object Ml Throwable VAN Java #0o N HIgnfd% H 28R H - (java.io. java.lang.
FME
java.util), F+H Object Al Throwable 1 K843 77 VAT H o

S — 4 Exception £l Error 72448 J:, R EA I3 2610 7 8 AR A ] BEAE Java Card “1-& L HIIL.

AR PR R Bl — PR AR R R b BRI Uy final 2R,
AT RFEAFE R, JCVM RIVERIANE LT VF 2R BRI ZIR . 3k 4 ICVM BEUEER I 45

R RV 2 6T Java Card FF & KU IR 1.

Ltk 2. Java Card AL R A0 245 A

—ERPU AT LIS 128 A AR

B | A e d TESR PR IR 255 T LA, RPN T 215 i .

A REEA TR A RT 255 AT LA,

AR AT LR B RSl 15 M.

—ME LR Z TR T 14 M.

B

—MEF AR E NIRRT, B E T LA 256 AT WERECH /N
NREY ERE), ER® HAEH 255 MisTrik.

— A2 T LLSEIL 128 4 public B protected ST ik

f£ Java Card fEfUHL, %At J2SE EMHLH—FE, class ICAFEZL, HiE JICVM HLEE X
TR A SR A% ORI — DA G S, Feffe NN IR (Converted Applet, CAP) FilG i
(Export) %30, XK Ja Il i S0 R h kA

REAUAL I Az i A 381

JCVM A fi JEI S R A A S i A JEL— 3 R IR 5 RRAT B RN T
—BUN TR A EHUT R T A YL, SR R B R EE BRI R E ) dr B A R T R
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FLJJ (R JCVM AN 11, DR & PR B ARA L R R Il 5 R VAR 25 P . 3l JCVM )46
& ICRE Jf HAIE T 11 JICRE HESLN G, IXLEELE JCVM IR iy Ji L IS 6 (1. JICVM
B2 J5, HRRF AR AR S AR R REAS NS AR AR 2R B I Ak,
TRAFAE RAM AR EAR IR 2 T, AL GRAFAE A APEAEA 25 1 AR FPIR AR AR o S -2
ML, RSO RIS, X AR BRI GRS, IF BB HF AT 4545 1 — 20 b

Ao

6. Mg FEE

Java Card W ] g f 482 1 S X T AR S0 1 Java B 5 BEHTE & I g R 1 i — AN N1 4R --
H &/ T J2ME i) CLDC. ASCREFAF AR 2 4. W H % Boolean 1 Integer XA+ ) £ 3¢
2, A Class Fl System 2%,

B Java #Z.0oK1/h A LA, Java Card HEALIE & ST & H CHIHRFE X FF Java Card N HIFE7
Rz, XL B0 N R e

« java.io 5E X T /R, AN IOException 25, SKSER RMI 9 2R, Btz s, %
HASHAEZ K java.io 25,

+ java.lang i€ X T Object # Throwable 2&, {H 217 J2SE P IAZTiik. BILEX T
SH 2. Exception FEAZ, K FIE1TH )R H Al CardException. BRIt 4h, %A OE HAELSEK
java.lang 5.

« java.rmi £ X T Remote #% 1l RemoteException %5, BRIt 4h, B W& HAES K
javarmi 2%, Xtz fE LA (Remote Method Invocation, RMID ) S 40 5 e frifb IR b O
B4 Bl Java Card BRI 4.

- javacard.framework 5& X T 4L A%0» Java Card HEZE#E 10, AR H . B X T EEK
W&, A AR5 (Personal Identification Number, PIN) , 5 HIFEFE B3 3 ¥ 7t ( Application

Protocol Data Unit, APDU) , Java Card /N3 H#2/7 Applet, Java Card System (JCSystem) Fil
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&

—A> utility 28, Bk T S 1ISO7816 HHA S Java Card FEEM 7o . R 5 B4 TIX

FFF G Py 25

Table 5. ¥ Java Card v2.2 javacard.framework

ISO7816 it X155 1SO 7816-3 Fil ISO 7816-4 #H XK [¥1H 4L
MultiSelectable P51 1] LL SR & e PR NSRRI o
EAm
ANPGRS (PIND s — M T4e4 (R H KA NG .
Shareable YU — ARG . AR I /N R AR T B R 156 Sl Z S BX A e
AID € LT AN 1ISO7816-5 58 TR IS il SCIk 1 Application ARIRFF: — AN/INS IR P &1 )
.
APDU 5 LT — AN 1SO7816-4 18 IR 3 Wil B 8 e, A& /NN IREP (R 1D B RHIREY (R4
Z A A R 2

NN IRERRE X T A Java Card W HRER: . BT I/ TR A0 EIX AN 52K

B

JCSystem $&4L T Hl/INN HRR P E a0 DEERIR SC A B, RS RER? PO O G A S Bk 1

Tiike

OwnerPIN & PIN $22 F ) — 528,

Util $2 L TR BRI 55l short 117715, A4 arrayCompare(). arrayCopy()- arrayCopyNonAtomic()+

arrayFillNonAtomic(). getShort(). makeShort(). setShort().

SESLT#M Java Card FERIFLSTHJS: APDUException. CardException. CardRuntimeException.

3o
ok

ISOException. PINException. SystemException. TransactionException. UserException.

javacard.framework.service & X T H TR 8O, KR7E . RS AEEE APDU #4520 HEA

4. 4okt 6 ek T HERIRSS LG P 1
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F % 6. javacard.framework.service

Service, FEAMMS L, € X T processCommand(). processDataln()fil processDataOut() /7%

RemoteService J&:—/M i Service, #EALSF F RIS (K FEab B .

e
SecurityService #J% T Service JEAE LT, JF HARHUE 1A T 2 40ROLITT %, A4 isAuthenticated ().
isChannelSecure ()l isCommandSecure ().
BasicService 7N 4s FIBRASEIL; EHAEH B 7ok A B APDU FIIRSS HhF: o
N Dispatcher #4E47 — MRS5S i RARAEZRFE—A APDU WAL B2 JLAN IS5 b, AR AT DT H — A4
ES

dispatcher. — dispatcher 7] LA /] process ()77 %5c 341 Ab 3 — 4~ APDU, 535 dispatch ()77 24
BRI UGS LAk AL,
5% ServiceException — AN S5 AH I S
javacard.security 52 X T H - Java Card ZA-HERLZRFIEL 1. Java Card By LT —A ik
@I 2 N e, S R FAHAI AP AL RE . H TR SRR, (CRCs) 177

s R EME A

#H% 7. javacard.security

WEFEARL T Key, PrivateKey. PublicKey fll SecretKey, b 5-F 40 22 A A RIS 4%
#11 | 1: AESKey. DESKey. DSAKey. DSAPrivateKey. DSAPublicKey. ECKey. ECPrivateKey. ECPublicKey-

RSAPrivateCrtKey. RSAPrivateKey. RSAPublicKey

B

Checksum: [ TR LA SIS S G He A S

KeyAgreement: JH T A2 & FIAIMAEA S

KeyBuilder: -0 % 1)

KeyPair: —MRAE WM A S, AR 2]
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MessageDigest: JH I HL A

RandomData: F T4z sBEALEL 1) 3EA

Signature: T2 A A MFEAMSRR

Sl
B

CryptoException: 5N A 5w, A TR SAEEE RV IUE G g1

javacardx.crypto st — M REFE AL, 2 X T #: 11 KeyEncryption F1 Cypher 2%, #B7E H L IFE
FaEd, FrEtlSH. # 58 KeyEncryption K23 —ANME F N & SL M AT .  Cypher BT
A7 )R 6 S S ) HE ARl 5 2K

CardRemoteObject & X HiAN )71 export()F1 unexport(), PR 2% 1E A B0 5 i 5
. RMIService ¥ Ji£ T BasicService, Jf H 353 RemoteService KA 2 RMI 1K

ZEMEERS N AHRmERE D (SATSA)

SE XAE ISR1T7 HH SATSA, 45 5E —MEUEH T J2ME ()2 25 AR F g B2 1 (T e e e
o 20 v N g RE A SR T Bl — A 2 an s (B — KB RE R SRALIIRSS Ui, B
BRURAE R 2 2 AE i SRR, USO8 AIEG UE IR S5 -

SATSA FIH]5E XAE CLDC 1.0 A< H (1)1 38 1% FEHE AL (GCF) R He i 2131 B A& s Al JICRMI A5
B R I3 . ) T SCRHE %, SATSA € X T APDU: URL #¢X#1 APDUConnection,
I H RT3 F ICRMI, E5E X T JCRMI: #i:{f1 JavaCardRMIConnection.

SATSA A7 Ifil (7 B 4Lk

java.rmi i& LT Java2 brERR java.rmi BRI — A4, BE Remote I
RemoteException.

javacard.framework & X T —/Me B 7 VA AT Re sl AR AE Java Card Y] 4 Fi 4 1 53
CardRuntimeException. ISOException. APDUException. CardException. PINException.
SystemException. TransactionException I UserException.

javacard.framework.service 5& X T G2 1) /7% AT BeHl HH I — bR HERY Java Card 3 FH 4 F 4%
MR 54 : ServiceException.

javacard.security & X 1 — AN 275 % AT Bedl H RIARAE R Java Card I F 4 4 111 55 T ARG
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)5+ : CryptoException.
javax.microedition.io & . T BANER T #11, APDUConnection H- 5T APDU Fi 14 g
KMV, JavaCardRMIConnection H 1 Java Card RMI {1,
javax.microedition.jcrmi & X T Java Card RMI stub % i 725 i 1) stub £ FH 2RI,
javax.microedition.pki & X 7 I HI PR A5 3 A BE )2
javax.microedition.securityservice & ST HI A2 N FH RS P 4 0 OB 25 44 1 3
Java Card BT 3R 5%
JCRE M€ X T Java Card REUMLAIAEdw JI, /NS FHRE R A i o 30T, /0N I TR P i i i
FEIFAH IR B, AN REFATERMIL T, 1X JCRE & 4t—/MF & 014 1 2R 7 B R gehd

RIS . B i1 Java Card MERIHL. Java Card 1Y FH g Fe £z ORI i (I B 047 JE 41

Card

Applet || Applet | Applet

} }

Vendor and/or
Industry Specific

Extensions
Java Card Frameworkand
Rkl Java Card Runtime
Environment
Java Card VI
£
Card 0OS

| Java Card 14 2 &5 K RIS AT I 308

19
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7. /NN R

Java Card - & J&— A% 4 i 2 N R 88 -VF 22 R B AN TRVt 2 1 1) AN [ B /92 PR R P v LA ] —
SRR A BRI . AN R P BARIRE — DT BRI A TR SRR Bg E
EXNLETE

AT LR SCRI ) AN RAT R S TR R SRR BIRR /NS TR R 5 K 4k ( applet
firewall), ‘&2 Java Vb4 2 & — Java Card i847 IR EEAS, IR 2R A 38
java.ClassLoader Flijj il #ztil#%.  java.AccessController [ 3fig. Java Card Fi kE5614 T —/ i
FUHE, IXRE XGRS RAEAE TH R R KB CASERD TiEMEds . — A7 kBEnT fg
EVE 2 /NN IR B A %, LA SE IR . —AS Java Card BT b F 3¢ H RTAE 0 R AL
AR REE IR, ERARIR EHAT AR P LR 3

Java Card V- & SCHRFES B KB 22 A G ICH] . R 12 il /NS IR Fe b 12 MR S 3L

JCRE

Package B

Applet

Package A

Execution Context Execution Context

Firewall
20
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B 1. /NS TR R Bl KRR L

PRGN, R 12 A

1R H R 4511 JCSystem.getAppletShareablelnterfaceObject () /755 7] Appletc 345
.

1T Appleta, JCRE i il i H /N #2771 getShareableinterfaceObject () 7712 K i3k Appletc
OIS SR

W Appletc SLVFIL, Appleta #3753 —4> Appletc 3L %4151 1. Appleta BLAE kAT LA
Vin] Appletc .  Appleta KA & G KL R %, Il 8LE € XAE Appletc i),

FENR) —ASHAT BR3P 0/ B R BROATS B0 T BE S AH FL UG in), T LA Appleta #1 Appletb AN

TEERE AR PR ILZR B

BEAFNXS
fE—A Java Card ¥4, WA SR EEMYIE. fE—4% Java Card 11, S —MHidfc R
FERTREANBEAE o 25— X RN R, X RAE B A B BARAEAEAE S R MEAR i g o, Az T
(BRI o AERCEERFOL T, N R 7 B AN BERF A - - I A sl AR ) (transient) .
H T W BRI REAME AR RS, JF Bl KA B A a3, JRATEIS AT B2 LL transient
Java Card BEARANSZFECHE T transient. HLM4%2, Java Card N 4z 1
(javacard.framework.JCSystem) & LT =ANJrik, ARVHRAEIZITI A Q) transient £, & &
X7 = A T5 AR A — AN G 157 42 transient 1
static byte[] makeTransientByteArray(short length, byte event)
static Object makeTransientObjectArray(short length, byte event)
static short[] makeTransientShortArray(short length, byte event)

static byte isTransient(java.lang.Object theObj)

21
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PRAT ELE I —ANBR AR ) 715 B short FEAKR R 8L, AR T BLEIEE —4MB#-A2 Object.
(BT T R AR AT

AR G IPRSIER T Z AR FRARAE . TERAR (RRNZAL) R A 2B
AUEATIAR ) Java 15 5% —H, — AP & e s s — BARE.

AN AR 7 S AL R N B TR P IO B B AR N, — BRSO R A e LA
hrBE R (0, false B null) .

Ph 22 B, BRSNS B ) T BB RAFAE RF AN A7

XHBFAR RS G B AN SR TR, AN 552 o

fE—/> Java Card 55, B2l FHEASA AR G I th F 0], JF HLARI b5 MRS 5 5241
s DRI R G St A /NS RR R AR i R o AT IR, s 7/ R e (R ) Ak
BB, AR/ N TR P2 i S R — Y install () 7775

N TR ST, 0 G ORREAE /NS R ) A= i o 0 RO Y B A s TS e, AT
WA ORABRNED FEHZATREREREE. RO BSR R IEA B TR, — AN AR

0T BE AN TBIWAC T BE 25 AN v AL A7 RO B2 FRAE A s

ERNINE

JCRE SZFFIR 7355, JR TS 2t — Ao N REAN G U R A A ol sl e PP iR
SENEOL, F R B e . SR RGHCCRR, R R I T ik
JCSystem.beginTransaction()
JCSystem.commitTransaction()
JCSystem.abortTransaction()

HE— ANV 2 FH4 B BT B0, — AN Java Card 445 LA%) beginTransaction() (118 F
i, L% commitTransaction()a# abortTransaction()[f &5 . LEBRATTKE B 1 F 1% 2 v 2

Jrgm FEd 11 (AR A 5 -

22
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private short balance;

JCSystem.beginTransaction();
balance = (short)(balance + creditAmount);

JCSystem.commitTransaction();

S balance [ HUBT N T ORIE— N HAE . AR — MR PR B H D B AR R
Ay XA LS DRAE AT balance {EHA B K .

JCRE N EFS

8. A7

+ A LRSS NN AR R B — Application FRIETT (AID) ME—FRH. & XAE 1ISO 7816 - 5
R AID &£ —BE 5 B 16 T Z BRSBTS R 6208 i Applet Sl B 3L A, 1X AN

€ X T JCRE A FH 7 ik 7 il NS P RE ) A A7 J5 300, funlsl 10 RS «

install
register
-

JCRE ﬂh Applet

process
S Skt

deselect

K 3% 1. Java Card /)N A2 A i A 7 vk

23
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/NSRS PR AR A7 TR /N I RE P4 808K R b I H. JICRE W HI /Y FH AP stattic
Applet.install () 7 EWEHETF AR, H NN AR 7l 8 4 Applet.register )7F JCRE g . —
HUNS IR P2 R HVE N, e b TRIEFERPIRAS, W BB TE#IF HAL P APDU. I3 115

SN RE P IT R 3R AT o

select file _ select
Host Card command process
Application || Reader JCRE Applet
select deselect
another "
file

K& 2. flTHH Java Card /MY H RSP 777k

Y AE RIEPEPIRAS %, NN R AR IR S . S BN P ESK ICRE & H—A4F
F H R s 2 N R 1 B G FR s B3R 88 k% — 4> SELECT APDU 5# MANAGE CHANNEL
APDU) , — AN/ R BRI T APDU ADHE S T 3@ 40X AN/ NN B L ) R & ve 4%

T&,ICRE W ME M select() /74 /NS IR P — BERAT HN AW 46 He ok 2E4T APDU Ak LA %

— HEFE, JCRE L% A APDU iy & 2/ AR, ki H'E /) process() /7 ikl AT 4k
. JCRE iR AL /NS HIFL 73 BB 1) 57

N AT SR JICRE B85 — AN R F I, 5 — AN/ R P EUEER: . JCRE
AT B /N R, S O i 1 & ) deselect() 7 LM O T8, /NS TR ] B A5 )
IR 2L FEHPIRES .
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Java Card &iEFZHEE

FR SR g i F LR R 2528 e APDU 11— B[] .

Java Card 2.2 % #iB 4018 (logical channels) M, i f g K 16 AN IR
SARFEIN TP, SMEHEE 21 BUVRH ) APDU IIAEEANRE R IBT, Jf HAE> APDU f
TANBHRIEE (7E CLA 1) 1951, A3 APDU w] LR A 1y 1e] - B IRVF 2/ B
FEIF o ARAT LAV —ANN R R4 2 O R8s Bt Uit, R — AL RIS (S . 2 Er)
NN R 20 52 B javacard.framework. MultiSelectable £ IR W 5 ¥

FE—SER R, — BN RSP il ABEE SONFE R AL LS B B shtik £, 1 T4
HAZHIEE Gl 00 LidfE. Java Card 2.2 FVARE SCERINS FHFLT , A ANTR & 1 i i

FHLBE ) SR E

25
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JavaCard /> 5L fl #2 5

1. fisr
A —A> Java Card [ IR IR R 3 28 20 B2 -
1. 45 Java AR,
2. G PERIBIRARHS o
3. AR /> Converted Applet (CAP) SCfF.
4, FHIXAS CAP ARG XA BB W IER .
5. %&IX> CAP LA,
1] Java REfFBvR S TR AR SRR PRI, SN PR R 905 java SCIFIF HAE

Bk class SCfF. R, —HARCZAIE Java Card K301, SR

Java Card EUHL(ICVYM)BE S5 i s SR ERUNLRI-R Y RE S L . XA MRS B T B 5t 0 -RAMRAEE,
I AR T RAS LR/ AAFER, (HREE FEAEIT R Java Card N HIFE R I I #TSR L
%,
7t Java Card & 0] DI 3 A\ —> Java Card ¥ # Z il Al 16 U AL bR HE ) CAP SRS 5,
IR PR A5G -
o« AL DR LR Java T QAR HE S —> CAP SUIFH, 7E— AN PG Hh A 5 SR 111
B TR . R — AR AMERAE.
o U TR R, KA CAP SCAFIIZ R« A7 R0 75 i SR AR P L A MR
PRAT BEARAE ARG (58 = 5 S B P 0 BT 000, B G SRR R e e T Hok B — AN S8 =5
P o BOUE—BOR VU —AS RAMEAR, (ER SRR i) SRR — LB R 5 s -

— HkE, CAP SUIFmtEI K 23/ Java Card B4 LT .

26

Java ZiF& http://www.JavaFan.NET &l{E



http://www.JavaFan.NET

JavaCard MR R =3 il

2. Sun JavaCard Development T H4f

Sun JavaCard Development T B4

YRATLAME FH Sun JavaCard JF & T B Afi44 5 JavaCard /N FHFERE, I H L4 AT IAE F— AN
RE R BT B R MU E AT XA T HANCIEPTA R I A AT 75 22 1 Java Card /W HIFE P
FEART A

1. Java Card Workstation Development Environment ( JCWDE), —AME ) 5 148 FH i)
JavaCard f40 TR, SVFIFRHE BHEPATRICM, MAZRA 2% CAP 3CfF. JCWDE A LLA!
LRI IDE %45

MIXANFF R T BAA 2.2.1 AT U, JCWDE 3 £f Java Card RMI ( JCRMI). i JCWDE
At — ) Java Card BT . ‘& ASCRIVFZ JICRE Fitk, fillnfsede. /R HIFE R 924 6 |
B KBRS . WS AN R TR AR ] R R IUE 245 B

2. C &7 Java Card iZ47 34 85(C-JCRE), —AM#H] C & S 45 472 % 5¢8. C-JCRE
JE—A Java Card NP gn fidz 1. ERUNLRTIEAT I IRBE 58 A3 S8, B REE— NP R &1
AN AR PR RS it WA AN SRR AT

C-JCRE 7 — 48[l "&AE— AR 21l WA SCRf 238 )\ AT BUR IR S TH], 234 16 A>n] BAIF]
N A A H PR ZE AR S 5, 8 ANIZERE TV P R A1 ST S8, 32 AN SCRFIN Java B4 (1 16 4~ Java Card
NN FET o RELIRAFIX LU BRI S AR, 1521 Java Card JFR T HAH e/

3. JavaCard AL T H, T4k CAP 3Cff.

4. JavaCard fr5, H-FikPetEHAZxT CAP LGt SO A 2k

5. —ANKIE RN FHREFE PR ot (Application Protocol Data Units, APDUS)f] APDU
T.H (apdutooD). IXFEAREEAT LAYE Java Card /NN H 2 FF AR &% APDU. R 7] Lk apdutool

FeEL A e, k% APDUSs #) C-JCRE 1¢# JCWDE 4,

6. —A>capdump T H, HTHH CAP [N %, Fl—A4THI EXP SCHH exp2text.
7. —“>scriptgen T.H, i CAP S04 APDU JIA S0 o XA THIEHA N SR Ah 2 B p
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8. SHFEE JNT Java Card B HIZfi £ F1AR SR SCAFRIG T SCfFD STRE ANl .

24 Sun JavaCard 1 & T HAR A vFIRgn S5 A Java Card /NS IR (IS5, 3528 — ANk
Fi i 0 S PR 2 B I P e T 0T e TR A B B I TR, I AT T i B H RS 7 g R 11
41 OpenCard F1 Global Platform i HI 2 Feg 45 . & n] fgid 75 28] H 41 1 Subscriber
Identification Module (J /7 IR AIEEL,  SIM) T HALIXFE R T2 K H B /R HE SIM.

el 1R TISAN TR H 45K (Windows JAD, BUREL S JF& TR bin FI %1 1 %5

apdutool.bat

=l IZ) java_card_kit-2_2 capdump.bat

= ) api_expart_files capgen,bat
# (3 java carverter,bat
* 12 javacard cref exe
& ) javacardsx expzhext.bat
=2 bin jowde. bat

H 5 doc scriptgen.bat
=3 Ik verifycap,bat

H 5 samples verifyesp.bat

verifyresy . bat

Figure 1a. Development Kit Directory Structure Figure 1b. Contents of bin directory

IAELEFRATIAE R —X Java Card JF & EE, XA H Sun Java Card Development T HA4f:
LA F AR 2 ¥ i 4 25 5# IDE Zm'S Java YE )T .

2.4 AR

iy

WGP FE P E IDE 4% Java JEFE T

3k P, i ICWDE B2 MRk Java Card /MY FE/F. EH—F, JCWDE A j&
— AN Java Card FE 403

AAFH T HALR bin Hk I A P83 S AL — 1> Converted Applet (F AL I i)/
FERP, CAP)UMF. 1R, BRIEICAFZAL, 5 — M ANBEA A T H A 3o 5 i oscie, 4t T
KRN AR SR (BT WREFARE R, X EIe g8 3~ iy, Sl

R TR — N o
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SUEFEVEML, K6 CAP A2k . X — DB verifycap IWAKIGUE CAP SCAFAIA ZLNE,
1§ 11 verifyexp SKEGIE S HSCHE, I HAEH] verifyrev A5 B P 8 1F 2 1) (i @b bl de bk . TR
verifycap. verifyexp i verifyrev JlIA 43S 0T 75 bin H 6133,

6.% %% CAP U, 1§ scriptgen T HE: 4 CAP SUIFh—A (%% APDU A SCIE. SRk
H apdutool &% A S (228 APDU #ir 41 CAP XC4) | Java Card # % -] C-JCRE = # —
/> JCRE. JCRE {ff7 CAP SCAFE| R i AE .

N RS TR PR, B Java Card SRR LS B ORI, (HRIXEH TR

—A~ Java Card /)N A FE R D BRAE Tk T ELAR 2 0] & 2 A0 7] 1 -

Tradoral Java Development Limited Applet Testing
[ar=—auy, Wk ¥ eSS M— ]
| o R seogse I
i \ f
| F‘F: / I Java Cad |
‘Algriestan
| \|_. E:gupmt e SERL{ LapDL o |
________ I ICWDE |
ConmEr o Werification
= el |
i
| o [impon pplat (CAF) |
g
Jawa Cad ‘tﬂ/.jiJ |
Cane el
| Eﬁ“/ﬁfﬂ Export Filaz) |
|
|
S . | o N O S
inztalation
o RN i e s 1 |3+Cﬁ T _|
Taxt F
Conwetsd seripigen .:;h .:’:Cll:r':lﬂj —rc%' JCRE
| | spien e {ii1-cand Commards PO Tod | on-Card |
| \rectatkor) ard CAP fla i ET: o Installer

Figure 2. Java Card Development Steps(click for larger image)

3. NN IR A
Sun $& 4L T PIANEREY H ok it JavaCard 1 HH %) (javacard.framework. Applet): f£ 4t (1) JavaCard

APl 1 JavaCard Remote Method Invocation (Java Card iz 75, JCRMD gwfisEr . FAiTArLL
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PSP AT — >R S5 Java Card /NN HIFER?, TR Java Card /N FEF & — P IL FE:

1.5E AT N L A/ Y R R 2 )42 111 £ i 4 A [ APDU
2405 Java Card /YRR T A &

JavaCard /N FF2 P g5 4

H5E, EBAIE—F Java Card /N FHFE P 454

FIER 1 B T —AN AL JavaCard /N3 7 & i Kt 1 «

import javacard.framework.*

public class MyApplet extends Applet {

/I Definitions of APDU-related instruction codes

MyApplet() {...} // Constructor
/I Life-cycle methods

install() {...}

select() {...}

deselect() {...}

process() {...}

/I Private methods

FFe 1.—A JavaCard /) I FE B 4514

—> JavaCard /> L8 € UE ) APDU 184 BRI SE, 4R)5 2 Java Card 7
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M RE P A= i I 5 . install (). select (). deselect (VAT process (). #)r, B & AT A& K

AAT T3

4. £ X APDU 54

£ L APDU $54

AR Java Card N FHFEF A AR T (APDUD F53Ke — M5 /N TR e v g S RE 6
iE PIN S 773%, A HIAEC 455, IF AWK HARE. — M REORRS /NN IR m] e g it
U e fER HEOR B BN L ORBS RV BRAE L 8 A RAF A SRR . AR5 SRS ) APDU 424K
TR IR N R PP 5 5K

R AL, EIRATR SIS — R W IF R & M) Wallet 5 R oR . 479 BAfE Sun Java Card
Development “LHA ) samples H & N4 BIXAN S HAB =41 1) 56 #1041

A PRI 4R X—A~ APDU i A K A IR 74E Java Card 4% I YT RAE. W, E—4
e AR N IR P rf, - JRATIER E SUE HIOF HLAR il i 2. RATH 20 BE 3 A1 Get Balance APDU
—/> 0x80 54 2541— 1 0x30 154 . Get Balance APDU A7 BAT (154 S Bal & Bt X, I HI

S R S RA A TR, NS i Get Balance APDU 4

% 1 - Get Balance APDU 754

Name CLA INS P1 |P2 |Lc Data Field Le (size of response)
Get Balance 0x80 |0x30 |0 0 N/A  IN/A 2
HHR Get Balance it & A& SR AEHE, HiEf— a4 APDU HE SN . 28011 K 3,

LEFATT5E SCIIE AR Fr i3S A% 34k (1) PIN 585 1) Verify PIN APDU 4. F—AN3E k% & X Verify

APDU:

FHs 2- Verify APDU it 4
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Name CLA INS P1 P2 |Lc Data Field Le (size of response)
Verify PIN 0x80 0x20 0 0 PIN Len PIN Value N/A

VER Le TBG WA /NE NIA. IZE R BT R Verify PIN RS HIRE 4 58 Wi N s o sl
SRR I Y. APDU HH RARES A5 B 6

T faitk APDU it fd, javacard.framework.ISO7816 2 115E L TR W4, Fedi 1] LU KM

process () /7 VEALIE R /NN R o I NG i 3 H RS 3R AN 1K) APDU 7B

byte cla = buf[ISO7816.0FFSET_CLA];
byte ins = buf[ISO7816.0FFSET_INS];
byte pl = buf[ISO7816.0FFSET_P1];
byte p2 = buf[ISO7816.0FFSET_P2];

byte Ic = buf[ISO7816.0FFSET_LCJ;

/I Get APDU data, by copying Ic bytes from OFFSET_CDATA, into
/I reusable buffer databuf.

Util.arrayCopy(buf, ISO7816.0FFSET_CDATA, databuf, 0, Ic);

513K 2. A 1SO-7816-4 %L
MAETRATIH 2 XH T Get Balance #il Verify iy 4 1125 (CLA) FIFE 4 (INS), Get Balance i W [¥]

Ko, BLRAEGAL PIN B0 UE SR P R ] AR o

/I MyApplet APDU definitions

final static byte MyAPPLET_CLA = (byte)0x80;
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final static byte VERIFY_INS = (byte)0x20;

final static byte GET_BALANCE_INS = (byte) 0x30;
final static short GET_BALANCE_RESPONSE_SZ = 2;
/I Exception (return code) if PIN verify fails.

final static short SW_PINVERIFY_FAILED = (short)0x6900;

F2% 3. /N HFLF ) APDU SE X
Bk, ARIRATTE SN R R 3 e R A G IR

5. Mjitds

HIE 5%

S LM HIRACIXA R R PIRAS R A R s IXMG I 23 A install 07775 s #er) i 13,

Fey I 8% A /N N Py 160 2 o 0 393301 T e o 1 -

[
* Private Constructor.
*/

private MyApplet() {

super();

/I ... Allocate all objects needed during the applet's

/I lifetime.

ownerPin = new OwnerPIN(PIN_TRY_LIMIT, MAX_PIN_SIZE);

/I Register this applet instance with the JCRE.

Java ZiF& http://www.JavaFan.NET &l{E
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register():
}
HIFR Ay N I RE P R 3

EIXA SR, BAE I — javacard.framework.OwnerPIN, —ANMid A~ AP 545 i 54 ;
XA GHATAET Java Card /N HFYFI—H [BIZ— FASC— 0 vh i 3 g A2 RIS 5,
fE—A> Java Card g, B AHEA AL o0 G B vl 75w, iy HLAR Y. 1% MART 5491
AR T S mm e AN IR P A i S 0TI, BB B — IR B i) — AN ] 2 R T 70 A
Feyiit s P QIR IF LA install() 7532+ 18 PR AN #3245 -- install () A £ 75 /I8 W TR P2 iy i 0 rp 3
B — e T RIT AN, WA R s & A5, TN R R A
393, I HEATT e 5 R AE PR ] 2 A& M T . O — DR P R A SR T ], —A
JS2 FH P AT E AN [T 73 BE 4 08 5 PR A7k 25 1)

install () /7%

JCRE 71225k B a1 i FH install(). 724 25148 763X~ M javacard.framework.Applet 284k 7K K 1)

T3k, F HARK install ()77 2 2B A IXAS /NS AR, Wl R

[
* Installs the Applet. Creates an instance of MyApplet. The

* JCRE calls this static method during applet installation.

* @param bArray install parameter array.

* @param bOffset where install data begins.

* @param bLength install parameter data length.

* @throw ISOException if the install method fails.

*/

public static void install(byte[] bArray, short bOffset, byte bLength)

throws ISOException {
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/I Instantiate MyApplet

new MyApplet();

}

4113 5. install ()7 W TR R 2 iy o U177 1%

install ()77 25 L # B ()3t i ] register (V777K e iz de: WiRIXP RIBCK S 8w 3k

M. FERRATROTId, Hai 58] register().

select() /7%

JCRE i select() kil 4 L& 4 EAE APDU L2 /NN FHFR P o ARAS A SEIIXAN 77725, BRAEIR

MR PRI B N EAL . select() 5744200 1] true K4 W1 E BIURE AL PERE A ) APDU, B R

If] false kIR 441k $¢. javacard.framework.Applet 25 ER N SC IR [A] true.

[
* Called by the JCRE to inform this applet that it has been

* selected. Perform any initialization that may be required to

* process APDU commands. This method returns a boolean to

* indicate whether it is ready to accept incoming APDU commands
* via its process() method.

* @return If this method returns false, it indicates to the JCRE

* that this Applet declines to be selected.

*/

public boolean select() {

/I Perform any applet-specific session initialization.

return true;
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43 6. select() NN R Az i Ja 175 72

deselect() /7 %
JCRE i deselect() i@ a1/NHFET, & OABHIHIEE T o IRADEINIXAN T, BRARR

PRSI . javacard.framework. Applet 28 [ ERIN ST A FAL .

[
* Called by the JCRE to inform this currently selected applet
* it is being deselected on this logical channel. Performs

* the session cleanup.

*/

public void deselect() {

/I Perform appropriate cleanup.

ownerPin.reset();

}

FIF 7. deselect()/N N FFE 7 A6 A Ji 9 i

FEFATHREH, TATEE T PIN P ARG5S .

process() J7¥%--1# %z APDU 141k 12

— H AN IR DA FE, e i & APDUS, /e ASCES — 4y h"Java Card
/I I FH R PP 1 A i RO 5 1

[AIAL T HM BN o) W HIRR P RO IR R (1 APDU fir4, 4 R iR i W
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Figure 3. APDU  $i54 Fl i v i f

FFR ICRE #20—A> APDU i A GE ik SO 3 W R, 808 i A H Sun Java Card

Development T HAf i ik apdutool) , & HIZINW FHFESF (1) process() ik, 4 A2 4 /E—

ZHfEiks ' (APDU s 2RI A S P IZ 40 . process() HiEAR G

1.3% 3% APDU CLA #1 INS 7B

2K BN IR E 1 PL. P2 MUK 7B

3.4 APDU ¥ ¥

A I AL A Y

SAUHEMIR M, Bl Pl AR Y. (1 1SO 5%

FEREIY, JCRE KIAEIE PR T RIB N R, Tl s

HI13 8 Wos—/MEA process() 772

/**

* Called by the JCRE to process an incoming APDU command. An

* applet is expected to perform the action requested and return

* response data if any to the terminal.

* Upon normal return from this method the JCRE sends the ISO-

* 7816-4-defined success status (90 00) in the APDU response. If

* this method throws an ISOException the JCRE sends the

* associated reason code as the response status instead.
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* @param apdu is the incoming APDU.

* @throw ISOException if the process method fails.

*

public void process(APDU apdu) throws ISOException {

/I Get the incoming APDU buffer.

byte[] buffer = apdu.getBuffer();

/I Get the CLA; mask out the logical-channel info.

buffer[ISO7816.0FFSET_CLA] =

(byte)(buffer{ISO7816.0FFSET_CLA] & (byte)OXFC);

/I'If INS is Select, return - no need to process select

/I here.

if ((buffer[ISO7816.0FFSET_CLA] == 0) &&

(buffer[ISO7816.0FFSET_INS] == (byte)(0xA4)) )

return;

/' If unrecognized class, return "unsupported class."

if (ouffer[ISO7816.0FFSET_CLA] != MyAPPLET CLA)

ISOException.throwlt(ISO7816.SW_CLA_NOT_SUPPORTED);

/I Process (application-specific) APDU commands aimed at

/I MyApplet.
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switch (buffer[ISO7816.0FFSET_INS]) {

case VERIFY_INS:
verify(apdu);

break;

case GET_BALANCE_INS:
getBalance(apdu);

break;

default:
ISOException.throwlt(ISO7816.SW_INS_NOT_SUPPORTED);

break;

Y3 8. process() /NN HFE A iy B IH 7 vk

AT process() 771 1 getBalance() Al verify() /7% 413 9 oK getBalance () /7%, 4P get

balance APDU 3 HiR [BI{RAFFE R F H R A0 .

Jxk
* Retrieves and returns the balance stored in this card.
* @param apdu is the incoming APDU.

*/

private void getBalance(APDU apdu) {
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/I Get the incoming APDU buffer.

byte[] buffer = apdu.getBuffer();

/I Set the data transfer direction to outbound and obtain

/Il the expected length of response (Le).

short le = apdu.setOutgoing();

/I If the expected size is incorrect, send a wrong-length

/I status word.

if (le '= GET_BALANCE_RESPONSE_SZ)

ISOException.throwlt(ISO7816.SW_WRONG_LENGTH);

/I Set the actual number of bytes in the response data field.

apdu.setOutgoingLength((byte)GET_BALANCE_RESPONSE_SZ);

/I Set the response data field; split the balance into 2

/] separate bytes.

buffer[0] = (byte)(balance >> 8);

buffer[1] = (byte)(balance & OxFF);

/I Send the 2-byte balance starting at the offset in the APDU

/I buffer.

apdu.sendBytes((short)0, (short)yGET_BALANCE_RESPONSE_SZ);
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5% 9. 43 Get Balance APDU

getBalance () /5 i%id i i H APDU.getBuffer () /7320043 — A5 FH 2 APDU 22 1t o 75 1R [=] i 1. (24
RUARZD ZH7, NN PP A3 E JCRE #Xid i i H APDU.setOutgoing() /72K k1%, J7 {Hh
A (o] 03 B e S K/ o FRATT I 0 20V CE W Y BH B B T R SE B By, i
APDU.setOutgoingLenth(). APDU 2z (i i 55 i i i . APDU.sendBytes ()&%

AN RPN A R IR B IR — B/NY 71 APDU.setOutgoing () H.42 4t
FEMTIRAORE R, JCRE HERUXASRE T WA FHMHIKEE process() 7 i Wifil 2 115 ICRE K2
o WP I ELIEHIZ1T, JCRE #4i&[0] 9000, FEHITCA: . RIS A T A 9 iy — A
5E XAE 1SO7816 2 11 ) S IR Al — AN RACHS . 7EFIZE 9 v, dn B N (1 KN IER, 5
% getBalance()#ii ! —4 1SO7816.SW_WRONG_LENGTH 5. X T4 B PRSI, 3 5H
ISO7816 # MY X, B[R] B A SCER —H 43 1 i i APDU"

BUEAETATE B AESIE 10 TP verify() 77 ik, PUBIRATE RIS IE PIN APDU it &4 5 ¥l
verify() J7 727 H] APDU.setincomingAndReceive () /715, # % JCRE M #eiia, M50k

N (TR

/**

* Validates (verifies) the Owner's PIN number.
* @param apdu is the incoming APDU.
*/

private void verify(APDU apdu) {

/I Get the incoming APDU buffer.

byte[] buffer = apdu.getBuffer();
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/I Get the PIN data.

byte bytesRead = (byte)apdu.setincomingAndReceive();

/I Check/verify the PIN number. Read bytesRead number of PIN
/I bytes into the APDU buffer at the offset
/'1SO7816.0FFSET_CDATA.

if (ownerPin.check(buffer, ISO7816.0FFSET_CDATA, byteRead)
== false )

ISOException.throwlt(SW_PINVERIFY_FAILED);

}

%3 10. AbPRESF APDU

XA J5 ik ok ] B APDU.getBuffer() Bt 44 — /™ 2| APDU 22 #1951 ., A H
APDU .setincomingAndReceive() K iy 2 £dl, M) APDU ZZh A3 PIN dis, Jf HA
iE PING —/NIE RIS BOIRASHD 6900 Bl 1% [m] E 3 FHFE)F -

A IR E s L e 2] APDU Zah i OB 22, 9 HL/N W TR P 6 20K Bl 1A 5 K i
BB AT LS . ZEBETEOL R, AT S5 APDU.setincomingAndReceive(), RJaEE

M Ff APDU.receiveBytes(), B E2IAFAEIE AT H . 713 11 %o ai] 13 O 5 4 A -

byte[] buffer = apdu.getBuffer();
short bytes_left = (short) buffer[ISO.OFFSET_LC];
short readCount = apdu.setincomingAndReceive();

while (bytes_left > 0) {

42

Java EiFE http://www.JavaFan.NET #l{E



http://www.JavaFan.NET

JavaCard MR R =3 il

/I Process received data in buffer; copy chunk to temp buf.

Util.arrayCopy(buffer, ISO.OFFSET_CDATA, tbuf, 0, readCount);

bytes_left -= readCount;

/I Get more data

readCount = apdu.receiveBytes(ISO.OFFSET_CDDATA);

}
FIR 11, EHOK R AN S
BT AREAN R, NS R e ] AR R N B 53 — AN, 5 AR HE
6. JavaCard RMI #7444
Java Card /NS HIFE 4 FE 0 55— AR I JavaCard RMI( JCRMI), ™4 (115 & J2SE RMI
G AT R GAR AL (45 N

KJE— A LUK G L SR, AR X A ALIRTE | —15 75 2 (1 APDU 815 R AR B i %Ak s
HOMARZ I IR BT 5 o X AL T A4 1AL T Java Card BOR 3%

7 RMIASEAR A, —AN IR 5545 N R P B DA nT U7 1) (SRR 5, JF Ho—AN% 7 W IR P gk
R SS A R B I e S | AR)E AT eI RE Tk . 6 JCRMIH, Java Card /N 2

RTS8, T SR A% /13«

JavaCard RMI &4

PIANRE Pt T JavaCard RMI SZ#§:

1. java.rmi & X T Java 2 #a#ERR java.rmi B2 P R —A 4. B X T Remote #2 [ A
RemoteException 5. itz #b, ®A @& HAES 1 java.rmi 25,

2. Javacard.framework.service 5& X T Java Card /N FHFEFE RS2, 443 RMI RS 2K
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CardRemoteObject il RMIService.
3. Class CardRemoteObject 5& X T AN T7ik 3 sh A ZE IE-R R AR R et vl . 26
RMiService 4L RMIE>K CRALE A fiv % APDU iz fe Sk i o
In'5—> JCRMI N I FEFP AL T4 5 — AN BURL L T~ RMI 0 2
158 SCRFER AT N — .
2.9 5 R R I RS AT, ISR
345 — M I R R 55 1) %5 7 BLRR P R SRR

VER JCRMI BUA B3R /NN I RE PP B A G5 Ky ol A i Ja 3, R O & 3

7. R

TR
B — AR NR ST B — ik s SUE AT WAT Ry o JERR 4 11 5 SCAR IR /NS F R P A PR IR 45
MIZEARUER J2SE RMI HH—FE, BT Java Card RMI e f5 4% L4203 i java.rmi.Remote 4% 1.

T, X EAT AR O, R NS IR R A B AR T ik

import java.rmi.*;

import javacard.framework.*;

public interface MyRemotelnterface extends Remote {

public short getBalance() throws RemoteException;

/I A complete credit card application would also define other

/I methods such as credit() and debit() methods.
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FIF% 1. mA N

MyRemotelnterface & XX AT 1L, ERAIRHIH—A getBalance () 51k, KEUFFRA
R B R IAH. R, BT JavaCard FrE S AN, EA TR DGR KEES — M
ff) RMI iz FE 42 1.

JI 55 s S

— WIS AT N o IRSSAR LB Java Card /MY HIFESF, TEFT A IR D& e L

SRR TS R S, AT 55 R B 7 PR AR O 5 2
8. /MY HFE

Java Card /PN FHFREF
Java Card /MY FIFE T2 JCRMI kS %%, JEHIEENL (B0 N R Al H R R % /T

fr#. IR Java Card RMI/INSEH T FERO S e T 0P b 10

= =y
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Figure 4. $i7 () JavaCard RMI J¥ FH R 7 45 1

AR AL B APDU W VN HIRE P AHEE, 5T JICRMI /NS IR SR — MR A s

WK 4 s, 3T JCRMI /NN H R PA — N Z AN EfEXT %, —4> APDU Dispatcher Fl—4~4%

e APDU Jf HA BATTE AL A i 5 77 5 HI ) RMIService. Java Card Ef238n LIy i

CardRemoteObject 25, HZIFHX S, Mz TFafE M.

JCRMI /MR L 25 Jig javacard.framework. Applet, SEAEFRAE /NS TIRE RSG5 #, IF Hog

SGE 2 A b T BB W IA S, JF H R APDU. T T — RSy 7 B ] — A

FEF JCRMI [/ FH 3 1 i8S 6 4 «

public class MyApplet extends javacard.framework.Applet {

private Dispatcher disp;

Java ZBiF&

http://mww.JavaFan.NET &I1E

46


http://www.JavaFan.NET

JavaCard MR R =3 il

private RemoteService serv;

private Remote myRemotelnterface;

[
* Construct the applet. Here instantiate the remote

* implementation(s), the APDU Dispatcher, and the

* RMIService. Before returning, register the applet.

*/

public MyApplet () {

/I Create the implementation for my applet.
myRemotelnterface = new MyRemotelnterfacelmpl();

/I Create a new Dispatcher that can hold a maximum of 1

/I service, the RMIService.

disp = new Dispatcher((short)1);

/I Create the RMIService

serv = new RMIService(myRemotelnterface);
disp.addService(serv, Dispatcher. PROCESS_COMMAND);
/I Complete the registration process

register();

/NS FR 76 i —> Dispatcher F1—/M b HE 4 A ) JCRMI APDU [#] RMIService .
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[
* Installs the Applet. Creates an instance of MyApplet.
* The JCRE calls this static method during applet

* installation.

* @param bArray install parameter array.

* @param bOffset where install data begins.

* @param bLength install parameter data length.

*/

public static void install(byte[] aid, short s, byte b) {

new MyApplet();

£ JavaCard FRJ55rH,  IVM A i Ja 1R P BER 1y (A i Ja30), AN S it B oSk A 1 Ay
f¥) Java Card SEHLE, FrUlpidZim MEAFFM L. (BB M EIEN %, XN BRI E

fi1—¥.

/**

* Called by the JCRE to process an incoming APDU command. An
* applet is expected to perform the action requested and

* return response data, if any.

* This JCRMI version of the applet dispatches remote

* invocation APDUSs by invoking the Dispatcher.

48
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* Upon normal return from this method the JCRE sends the ISO-
* 7816-4-defined success status (90 00) in the APDU response.
* |If this method throws an ISOException, the JCRE sends the

* associated reason code as the response status instead.

* @param apdu is the incoming APDU.

* @throw ISOException if the install method fails.

*/

public void process(APDU apdu) throws ISOException {

/I Dispatch the incoming command APDU to the RMIService.

disp.process(apdu);

R4 %1% 13.Java Card RMI /)53 1 FE
/NSRRI 1) process() 7 % —AN APDU fir 4 I HAt e k% 2] RMIService, RMIService ii

HAEEHAC > RMI IR S5 i b Ak P 5% iy &

9. SKHLIZFEXS B

LHTEX S

STP—AS JICRMIZEFERS G AL TS IFRUE ) J2SE RMIZEFER % T X2 71 JICRMI
I FEXT AT 9 i CardRemoteObject [Fi%#F (i TSR 240 o

CardRemoteObject & X HA )71 export()F1 unexport(), 735 FEVFERE 25 11 A B3 % (15
. iy JE CardRemoteObject, fK HAhHL T AR HIIZREX R ITA T7 . WERIRIEAY i

CardRemoteObject, fK; 21 5718 it iff H CardRemoteObject.export()F Hi g1,

import java.rmi.RemoteException;
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import javacard.framework.service.CardRemoteObject;

import javacard.framework. Util;

import javacard.framework.UserException;

/**

* Provides the implementation for MyRemotelnterface.

*

public class MyRemotelmpl extends CardRemoteObject implements MyRemotelnterface {

/** The balance. */

private short balance = 0;

/**

* The Constructor invokes the superclass constructor,

* which exports this remote implementation.

*

public MyRemotelmpl() {

super(); // make this remote object visible

/**

* This method returns the balance.

* @return the stored balance.

* @throws RemoteException if a JCRMI exception is

* encountered

*
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public short getBalance() throws RemoteException {

return balance;

}

/I Other methods

BRI RER] G I

10. 523 Java Card RMI [ F2 FiiE

—ANS2¥E1¢ Java Card RMI N AR R IR A2

EFATHEE —A ICRMI IR P MR . % o CERL W R il i 4% 3% RMI APDU 2k
% JCRE K774 RMITR AT, MRk EE %X 48 APDU FIHI R K JICRMI /NS R o 3XAS /N RS
Sy ICEEMC APDU % RMIService, KA EE APDU I HEE4L'E —A RMIEH . —A4 JICRMI /)y

JS7 P P 1) S TR R AE T 1 5 ] «
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JavaCard £ A F 2 7 - R # 42

1. JavaCard N R P4 kot 5=

JavaCard N EFRABRITRE

JavaCard S FIREFF ARSI, 11 A& Sb] S (4 2 PR P 1 — 80
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Figure 1.JavaCard ) FH F4 /7 1) #4241 1

— AN ALY JavaCard S HIFEFF 1 LR 4 4Lk

L AR 1) 51 1 DR A7 AE B 12 v 1 22 Al v AR £ B back-office Ik 55 14 i i HIFE S o
5 3 I PR e G ] R R T AR SRR L

2. FERON, BERAE SRR S b, BN R AVE S TR R Ui I R 12— R U 1) g
K LR/ FERE, 940 Java Card RMI. OpenCard Framework 3 14 4% 11 80# Security and

Trust Services [ H 4 F54% 1 ( SATSA).

3. Bikds, R &umslHE R RO, RO RN R NN IR R A 1
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4. kL& Java Card /N HIFEF AT Java Card HESE. V1%, 2607 BI/NS HIREF 200, BN
FEFP 2R IR I HAUE B e

55— T N R - e R R/ I IR

i B SRR AL B . JavaCard /s R VR R 16 5 i S8 R e 22 8] PR 38 TR o
RV IR IF N R PAR B IR S5 o BAFAE T2 s s R R Bl e b, il —A TR, —
ML R (POS) & uii . — N THEFHEH — DI . AR —F > WU LR AN B R A
H11SO - 7816 APDU fiir & 28 11 K ds R b AT A2 L

HGE It SR N AL C B S S, (H& NIRRT o] LME T Java B P18 = sl Hodth i =
G5, HEEREN /N R FPAZ #2501 1ISO - 7816 APDU i 4

PUAE B B R R0 B T4 FEL R R 5 — N BE R B B2 A U7 Il IRGRAE S _L T SIM R o A BIDRE 21
K ISR 177 T J2ME (22 MHE AR 55 N g R 1 1L (SATSA) AT I2ME #4510 2k, 3k
TR LUAR AT VR 2 3 N R A RS S B4 101 Java HiARGnS . SATSA [ B & 8 8h—ANgfT
{EHET J2ME (84 1) Java Card BN FER?. ISR 177 HATAb{E JCP 44 2Bt

R 5 % i N AR I, A=A RS R i fEz AT H . OpenCard
Framework. JavaCard RMI Client | FH 4 F 82 11 R0 22 4 5054 AR 45 N FH 2 R 11 ( SATSA) . $kAT]

A K VOB A R AR SRR R 11

2. OpenCard HE42A 41

OpenCard RN

BHE R BN — BRI A THA, iy HAR LSRR 3 AR Al JavaCard /MW I #E
JE N RE R 4% 1. VP2 (LR 9 32 #F OpenCard HE42( OCF), iXft—&4ET Java )% L5
G T, L8k BN R ALY 5 3 A LK A1 T BB K

OpenCard I ¥t — 45l OpenCard HE4E & L5 R H AW, Hiil OpenCard HEALE 1.2 hit
Ao OCF ) H b i S A4 T s I R P B O R 15 AN [ PR R B BB (3 1 3 A P 17 P 2 R
Ho
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OCF Mz X £ bR+ R 5% . L P/ J2 FileAccessCardService Al SignatureCardService.
— AR 2E R ApplicationManagerCardService, #2417 78 F2e o 1 WEAIIN B3/ s S I RE 7 1)
Az fi RS BT

s N LA T OCF N HIRE PN, ARBEAS EBEAE 00 B e N 00

1. RN a sl TR AS B E R F X & (RIiRik OCF, &84 R il AJf H.211- OCF)
I H.Ae8 2 F a4 -~ v vi il 75, il getBalance ().

2. AN B AR S 3 S AN APDU i\ 0/ SRR AREE . 44t APDU 4175 MY
FAFE 7 Hp B R I, IX/MREE (Proxy) Wit R vk W 88— N %2 1.
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B, — M) OCF IR A —A s 4> main X%, HOUR/EENL LA, wrREf el
K18 CHATIIZARE o 128 main 3 FE 70 G B T s Gk s I IR Y I, X S AR AT
SRR, ENMEN SmartCard X%, XN AP E] OCF BN H ki, JABIN Rk
VI HOGH OCF, JF HA R R A dtddi A main X4 ] LA —/> CTListener, #RANAKEFHE,
AW SR AL T R Bl AR SRR S P AR A

ARAT LA — AN [ 20 B8 S 20 A5 2R 0 5 AR ) 1 R o

LEFPE R, RE L IR PRI ARE OCF, ARG S54RI i . AR5 EHATIRK main [

IR FPZ 8, JF HAESE U IR 5 < ] OCF:

try {

/I Initialize OCF

SmartCard.start();

/I Wait for a smart card

CardRequest cr = new CardRequest(CardRequest. NEWCARD, null,
OCFCardAccessor.class);

SmartCard myCard = SmartCard.waitForCard(cr);

/I Main client work is done here...

} catch (Exception e){
/I Handle exception

} finally {

try {
o0
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/I Shut down OCF
SmartCard.shutdown();
} catch (Exception e) {

e.printStackTrace();

HIR 1= OCFE N IR 7 1 i AL 45 )

AR AR AL b AR, ARSI CTListener #2111, I H, 7EWIRI B, e

F O T8 40 AN RO 25 28 3 A (RO 1 T R YRR 1 48 A AR A6 OCF R i s Wi %

TG, ARG E ST A R 57k

public class MyHostSideApp implements CTListener

public MyHostSideApp() {
try {
/I Initialize the framework
SmartCard.start ();
/I Register this as a Card Terminal Event Listener
CardTerminalRegistry.getRegistry().addCTListener(this);
} catch (Exception e) {

/' handle error...
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public void cardinserted(CardTerminalEvent ctEvent) {

public void cardRemoved(CardTerminalEvent ctEvent) {

Y 2. — A5 OCF IR i g R 45

M5k R R PR AR, BT R cardinserted ()77i%, I H MR R RN, G847 I TR

A1 cardRemoved() 7 i%. 7 FIAARESH, AR THIEAL NN TR REL R G, JF HiRH )T

fis e /S RS FPAR B AR B o AR 41 ZRIE BEHT 145 F 5 R i sRAC L

import opencard.core.event.CTListener;
import opencard.core.event.CardTerminalEvent;
import opencard.core.service.SmartCard;

import opencard.core.service.CardService;

public class MyHostSideApp implements CTListener

{

public void MyHostSideApp() {
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try {

/[ Initialize the framework

SmartCard.start ();

/I Register this as a Card Terminal Event Listener

CardTerminalRegistry.getRegistry().addCTListener(this);

} catch (Exception e) {

/I Handle error.

/**

* Card insertion event. Get new card and card service

* @param ctEvent The card insertion event.

*

public void cardinserted(CardTerminalEvent ctEvent) {

try {

/I Get a SmartCard object

card = SmartCard.getSmartCard(ctEvent);

/I Get the card proxy instance.

myCardProxy = (MyCardProxy)

card.getCardService(MyCardProxy.class, true);

} catch (Exception e) {
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e.printStackTrace();

/**

* Card removal event. Invalidate card and card service.

* @param ctEvent The card removal event.

*

public synchronized void cardRemoved(CardTerminalEvent ctEvent) {

card = null;

myCardProxy = null;

/I Initialize the framework

SmartCard.shutdown();

/**

* Get balance from the smart card.

*

public int getBalance() {

try {

/I Get mutex to prevent other Card Services from modifying

/I data. Delegate the call to the applet proxy.

card.beginMutex();

return Integer.parseint(myCardProxy.getBalance());
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} catch (Throwable e) {

return O;

} finally {

/I End mutual exclusion

card.endMutex();

HNZE 3. —NHTBRIK R T W # K OCF Y

B TR AL IR . OCF i FHRLIFZEI 5 I E) AR R PO, 5GBS A

APDU & H fRiHe .

public class MyCardProxy extends AppletProxy {
/I My APDU definitions.
final static byte MyAPPLET_CLA = (byte)0x80;
final static byte VERIFY_INS = (byte)0x20;
final static byte GET_BALANCE_INS = (byte) 0x30;
final static short GET_BALANCE_RESPONSE_SZ = 2;
protected final static int OK = 0x9000;

final static short SW_PINVERIFY_FAILED = (short)0x6900;

/**

* Reusable command APDU for getting an information
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* entry field.

*

private CommandAPDU getBalanceAPDU = new CommandAP DU (14);

/** Application identifier of the BusinessCard applet */

private static final ApplicationID MY_CARD_AID =

new ApplicationID(new byte[] { (byte)OxD4,

(byte)0x55,

(byte)0x00,

(byte)0x00,

(byte)0x22,

(byte)0x00,

(byte)0x00,

(byte)0x00,

(byte)OXFF});

/**

* Create a MyCardProxy instance.

* @param scheduler The Scheduler from which channels

* have to be obtained.
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* @param card The SmartCard object to which this

* service belongs.

* @param blocking Currently not used.

* @throws opencard.core.service.CardServiceException

* Thrown when instantiation fails.

*

protected void initialize(CardServiceScheduler scheduler,

SmartCard card, boolean blocking)

throws CardServiceException {

super.initialize(MY_CARD_AID, scheduler, card, blocking);

try {

/I Allocate the card channel. This gives us

/I exclusive access to the card until we release the

/I channel.

allocateCardChannel();

/I Get the Card State.

} finally {

releaseCardChannel();
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/**

* Gets the balance.

* @return The balance.

*

public String getBalance()

throws CardServicelnvalidCredentialException,

CardServiceOperationFailedException,

CardServicelnvalidParameterException,

CardServiceUnexpectedResponseException,

CardServiceException,

CardTerminalException {

try {

allocateCardChannel();

/I Set up the command APDU and send it to the card.

getBalanceAPDU.setLength(0);

getBalanceAPDU.append(MyAPPLET_CLA); // Class

getBalanceAPDU.append(GET_BALANCE_INS); // Instr'n

getBalanceAPDU.append((byte) 0x00); // P1

getBalanceAPDU.append((byte) 0x00); // P2

getBalanceAPDU.append((byte) 0x00); // Lc
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getBalanceAPDU.append((byte) 0x00); // Le

/I Send command APDU and check the response.
ResponseAPDU response =
sendCommandAPDU(getCardChannel(), MY_CARD_AID, getBalanceAPDU);
switch (response.sw() & OXFFFF) {
case OK :
return new String(response.data());
default :
throw new

CardServiceUnexpectedResponseException("RC=" + response.sw());

} finally {

releaseCardChannel();

I A — AN IR AR 1]
{7 LAYE OpenCard Framework 1.2 Programmer ' s Guide

(http://www.opencard.org/docs/pguide/PGuide.html) H 34358 £ 55T OCF N E. &5

FT OpenCard Framework 5| 581 Chttp://www.opencard.org/index-download.shtml) H (1) 7451 3¢

(G
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AR AW K, HEEA 20 EF N Global Platform (http://www.globalplatform.org) 1 =41

R FHFL g FE 2 11, Global Platform Card Committee #2143t T —41%M %5 Java Card I R 4 e
BRI R P fe s 11, 3208 T R A &R . IX S RE A 2.1.1 AR .

3. RMI &) v e 42 1

JavaCard RMI & P ¥ N a2 42 1

BITHAR O 2825 B T i 4 s — AN T JICRMI /NS TR T o AR ) Java Card /N3 TR f3 2
T JCRMI, fral L] Java Card RMI % s i I 2 A 8 1 4 5 — D B I RE R, Vi inl B g R vh Ok
NN R IR O

N TR RE R FRIYT 1), JCRMI B P S 8 P G R 101 75 A 248 i A 4 D1 4 3k )
OpenCard Framework X # i Ik 45 B F 4 4% 11

A IRATIE XA B HI R P g R CUBE — 2, FRATAFE) — AR L AR o 4 10 T8I 1) %) 2
PR, A LU JLAME AL

1. A SRTE R BE R AR A 4075

2. ALFNIE(RZ K APDU TR

3. fE T BEVH AR AR, G R I TA]

JCRMI %/ 3 W H G 2 1 /E T 1IR3

1 com.sun.javacard.javax.smartcard.rmiclient £ {5 #% 0> JCRMI % /i N G fz 1o e s

1) JCRMIARE R oK Vs 1) 4 E R 1) CardAccessor 2 H

2) JiF JCRMI R 26 jl s Bl 2 A2k CardObjectFactory 2% . 1X 2K 524 55—~ Java Card
/N RS PP e 1) 25 15 AT K

3) % /i R4 G JavaCardRMIConnect 24, A FAI4A1L—A JICRMI £31% 3 H 3k #54)
SRR .

4) Y% Java Card 5% 1-2&, #ii1 APDUEXxceptionSubclass. CardExceptionSubclass.
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CardRuntimeExceptionSubclass. CryptoExceptionSubclass. ISOExceptionSubclass.
PINExceptionSubclass. PINException. ServiceExceptionSubclass. SystemExceptionSubclass.
TransactionExceptionSubclass #1 UserExceptionSubclass.

2 javacard.framework 5& X T V2 % /i 1R 22 1T LA Uil HH /9 Java Card 9«
APDUEXxception. CardException. CardRuntimeException. ISOException. PINException.
SystemException. TransactionException I UserException.

3 javacard.framework.service i X T ServiceException, Hiid 5 i} 2% HE A 1 5

4 javacard.security & X T & — /5 I 55 1) CryptoException.

4. R RMI & i Ry

R RMI P AR

PRAT A AR AER) Java RMI 2 26825 (rmic) AR s 2 s f e o AR 20048 1 Tk U i 43z
47 rmic, FITAREI/N S I RE R h BN I R
rmic -v1.2 -classpath path -d output_dir class_name

FEIXHL:

1-v1.2 4> Java Card RMI % 7 i HE 42 BT 75 B2 (A b ks o

2 - classpath 42 hr I 20 HE 2 (1) #E 15

3 output_dir J& A7 BRI H 5%

4 class_name A FEE 1 AR

SR, HEFE AR RMI 2 P i A (1) 7 V2248 J2SE SDK 1.3 Hp ) Bl A AR A b L. G 2R >
PR £ ICRMI /N FE 5 1 i 4l CardObjectFactory 128 % JCCardProxyFactory fif,
JavaCard RMI % )™ 3y N HI 9 B2 110 2.2 WOACKE AR B 3 AR IR, ARAN S PR A R o IXANTTVE
TEFVEE 5 i .

P2 B A
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Ky Java Card J&— M BUEIAE AT INFRAEE, AT LRI JICRMI L], Java Card A SZHF
A4k, I H ICRMI ZHCRR B E ABA

1. BB R TV S H0 50 Java Card SZHFZRAL 2 —, AdE char. double. float. long
YRl T int (FSCHRE L BIER

2. AEATZ ATV B IR [P AU SCHRFI R 22—, 803 void, Bl — Mg R 2R AL,
JCRMI %) B R Fe

—A~ JCRMI % 7 13 HIFE 7 AR T T A 219 OCF £ FIARF, P2l JCRMI 2 i b FH 4 A
P HGE OCF T 7 A BLAE IR

AR R BT E e b uh A OCF, JF HARFF R RE Rl . B R)5 81— OCFCardAccessor
S, HITERATH ICRMIEER B R v b, i RaA %, & e Frsh & A8, /N IR Pk

FATBAIE RS I, )a JdiT= 42 getBalance () 3AT T 3z A 1 ] -

try {

/I Initialize OCF

SmartCard.start();

/I Wait for a smart card
CardRequest cr = new CardRequest(CardRequest. NEWCARD, null, OCFCardAccessor.class);

SmartCard myCard = SmartCard.waitForCard(cr);

/I Get an OCFCardAccessor for Java Card RMI
CardAccessor ca = (CardAccessor)

myCard.getCardService(OCFCardAccessor.class, true);

wu
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/I Create a Java Card RMI instance

JavaCardRMIConnect jcRMI = new JavaCardRMIConnect(ca);

/I Create a Java Card Proxy Factory that is used for dynamic

/I proxy generation.

CardObjectFactory factory = new JCCardProxyFactory(ca);

/I select the Java Card applet

jcRMl.selectApplet(MY_APPLET_AID, factory);

/I Get the initial reference

MyRemotelnterface myRemotelnterface = (MyRemotelnterface) jcRMI.getInitialReference();

if(myRemotelnterface == null) {

throw new

Exception("Received null instead of the initial ref");

/I Invoke the remote getBalance() method

short balance = myRemotelnterface.getBalance();

catch(UserException e) {

/I Handle exception

catch (Exception e){
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/I Handle exception

} finally {
/I Clean up
try{
SmartCard.shutdown();
}catch (Exception e){

System.out.printin(e);

F 5. il ICRMI 2% 7 i

WARPT I, AR 2 E AR R AL o

5. HT J2ME 12 FUGAE RS g fe £z 1

AT I2ME Wz e&MEERSHERD

SATSA Jt—EHT J2ME [H i IERLTAL, @ SC—AN% 7 g I H G P42 11K U i 22 45 70 %%«
Pl BERIXFEI R Ao FEAT, TR A4 SATSA BN g 11 AR AR K
SATSA PKI s IR 4 A4 1

SATSA N G #z U o il 1L 49

1 SATSA-APDU & X — MM g A4 11, - F134E 1SO-7816-4 K& BRI i, XA e
JeA, 1 5 ) javax. microedition.io. APDUConnection 5t 41 i .

2 SATSA-JCRMI 5E (—> Java Card RMI % /" 3 [ HI g 45 11 o XA Al e i 3 60 THT )

Java Fi a4 ik -
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a) javax.microedition.io.JavaCardRMIConnection
b) javax.microedition.jcrmi.RemoteRef
¢) javax.microedition.jcrmi.RemoteStub
d) java.rmi.Remote
e) java.rmi.RemoteException
f) javacard.framework.service.ServiceException
g) javacard.framework.CardRuntimeException
h) javacard.framework.ISOException
i) javacard.framework.APDUException
j) javacard.framework.CardException
k) javacard.framework.PINException
[) javacard.framework.SystemException
m) javacard.framework.TransactionException
n) javacard.framework.UserException
0) javacard.security.CryptoException
SATSA 18 J2ME il Java Card V-5 K # 145 /£ 2. SATSA fii}f] CLDC 1.0 Generic

Connection Framework ( GCF) I ¥ /£ 451+ J2ME 1 Al — Mt Il Pl e 1 8 i e 2 [l

Java EiFE http://www.JavaFan.NET #l{E



http://www.JavaFan.NET

JavaCard MR R =3 il

— DatagramConnection
|| StreamConnection
Motifur
Connaction —t=  InputConbecthion
\ StreamConmection = ContentConnection

H  OutputConnection
i R S
| | 1 |
.E ml _| APDUConnection | |
EE | —————— | [
=== |
figl |—|.Jav.al::ar|:m.r-'|£c‘m|mim| [
i e 4 |
b e e =

Figure 3. il i%E 1 SATSA &

4 SATSA - GCF, JFAAMHITHL LRI BER 1) MIDlet ARXIAE S, HZXT I2ME JF
R RUIR A

SATSA #JEFIH T Java Card N H FE TIPS SRR STAL . APDU- L BT A Java
Card RMI [fii i) X} R 73 AT AL, SATSA O T X LERIA h i) — A LT — AN GCF 427

1 APDUConnection fL1F—4> J2ME N HIFE/7{# H] 1SO-7816 APDU PSR 55 8 e = v HI A Fr
AZ4: APDU.

2 JavaCardRMIConnection ft1F—~> J22ME N H 74 H Java Card RMI ki 4 B~ F iz

JEVIRr

6. F55E SATSA &Rk m

15 E SATSA B AR
FTA 1) GCF 3E#:# J& 18 il Connector.open() /776l . Connector.open() it —/> 2 $e 45 B 41
AMIERRAL URL. CLDC GCF i H R I 20 XA~ URL h— AN F 5 i
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scheme:[target][params]

FEIX

1 scheme & G (RS CRUEHI IR0

2 target — B HE M 45 Ll

3 params & A ESEL, MR TREIT

%tF SATSA, URL % 302

protocol:[slotID]; AID

FEIX

1 protocol %45 apdu, HlJ-2:T APDU Wi%E#:, 532 jermi, 15T JCRMI B
2 slotID 245 -k Frdi N R3difL 5 . slotlD FBE rl ki) BRINE R 0.

3 AID & H T &He R N RPN HFE AR RS AID & —ANHA) 520 P 5 3 16 />Nt

HlE I EA AR, B, " A0.0.0.67.4.7.1F.3.2C.3",

7. {¥ ] APDUConnection

f# i —~> APDUConnection

—> APDUConnection 3 X J7ik, SuvFBEAIMEH] GCF 53 fg 1ISO-7816 R i itl. & X
ENOVIRrS

1 enterPINOFE7~H A —NAS NG5 05

2 exchangeAPDU() 5 % g N I FLFAS e APDU o 3X AN T 31— 5 M B g 3% [0] (1) B sk

(E AL PR D A 23 BH KT
3 getATR()IR A% hE K %) Answer To Reset(ATR)W L, 15k 5 & B E i 1Y
NI AR B 87 SR T 4T JF— A APDUConnection, W55 M e, LA Rl A8 e — AN &

APDU Jf H£:—~mi i APDU:

73

Java EiFE http://www.JavaFan.NET #l{E



http://www.JavaFan.NET

JavaCard MR R =3 il

try {

/I Create an APDUConnection
String url = "apdu:0;AID=A1.0.0.67.4.7.1F.3.2C.5";

APDUConnection ac = (APDUConnection) Connector.open(url);

/I Send a command APDU and receive a response APDU

byte[] responseAPDU = ac.exchangeAPDU(commandAPDU);

/I Close connection.
ac.close();

} catch(IOException e){

5% 6. 1fiH] SATSA-APDU

SATSA ffi APDU JE IR AL . VER, XA FWaLY: APDU % SMREA R 5
(JavaCard /N HFEFFIF R BAL) FBIRIAHIE, &5 IRIRWT S — A2k T APDU i1 %141 Java

Card MY L.
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8. JavaCardRMIConnection

f#f—~/ JavaCardRMIConnection
—~ JavaCardRMIConnection & X J7i%, fRFFATEH Java Card RMI 2 17

JavaCardRMIConnection 5& X Jj72 getlinitialReference(), iR [AI4J4AE F5 5 | H AIFLFE R 5 o

try {

/I Create a JavaCardRMIConnection

String url = "jermi:0;AID=A0.0.0.67.4.7.1F.3.2C.3";
JavaCardRMIConnection jc = (JavaCardRMIConnection)
Connector.open(url);

MyRemoteObject robj = (MyRemoteObject)

jc.getinitialReference();

short balance = robj.getBalance();

/I Close connection

jc.close();

} catch (Exception e) {

¥ 7. i SATSA-JCRMI
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KA LT BT B SATSA-JCRMI R 4nfed 11, AVFBATI AR 5155 34 (JavaCard /)
R IR IF R 20 )5 Uit getBalance() 7, kit W i 45 — A& T RMI ) JavaCard /1Ry

HIREF?

<OVER>
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