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drop table if exists t24;

CREATE TABLE "t24" (
‘id" int(11) NOT NULL AUTO_INCREMENT,
‘username’ varchar(20) DEFAULT NULL,
“password’ varchar(20) DEFAULT NULL,
PRIMARY KEY ('id")

) ENGINE=InnoDB CHARSET=utf8mb4;

insert into t24(username,password) values ('mt','aaa'),('gd','bbb"),('mm’,'ccc');

BAIF A P B S 1) PHP AR AS (PHP fiiAs: 7.0.33) -
A4 index.php
WAL

<?php
$servername="127.0.0.1";
$dbuser="muke_user";
$dbpassword="9Gcag71Gaa";
$dbname="muke";

$mysqli = new mysgli($servername,$dbuser,$dbpassword,$dbname); /it B MySQLIEH

if($mysgli->connect_error){
die(‘connect error:'.$mysqli->connect_errno);
}
$mysqli->set_charset('UTF-8'); // & B 55 & 714
$username = isset($_GET['username']) ? $_GET['username'] : ";
$password = isset($_GET['password']) ? $_GET['password'] : ";
$sql = "select * from t24 where username='$username' and password= '$password";
echo "$sql<br/>";
$result = $mysqli->query("$sql");

$data = Sresult->fetch_all(); // &5 4 FH3REUIT A St
if (empty($data))
{
echo " R
}else {
echo "& K"
}
echo "<br/>";
print_r($data);
77>

IEFAER T, BAMHRZW N URL, dniRH ) A %A IER S, st UEH mt XM ERRA T

http://172.16.4.15/index.php?username=mt&password=aaa

G © %2 | 172.16.4.15/index.php?username=mt&password=aaa

select * from t24 where username="mt' and password= 'aaa’

BRI
[0] => Array ([0] => 1 [1] => mt[2] => aaa))

R RIEF A TE I T SLRA — DN, KRS OB L IS :

http://172.16.4.15/index.php?username=mt&password=abc



G © %2 | 172.16.4.15/index.php?username=mt&password=abc

select * from t24 where username="mt' and password= "abc’

EREW
Array ()

HAF Ul SQL FEAR T2, AT & AN RIE 65 i 15 DLt m] LUBE I I8, 7R
2 URL S

http://172.16.4.15/index.php?username=mt' or '1=1

Gl O %% | 172.16.4.15/index.php?username=mt%27%200r%20%271=1

select * from t24 where username="mt' or '1=1" and password=

BRI
[0] => Array ([0] => 1 [1] => mt[2] => aaa))

BRBANAREREEL XM GRS, T2 SQLIEAKIFIT

XA, EETLIED SQL IEASIE A M EE, Wk URL:

http://172.16.4.15/index.php?username=mt&password=aaa' or username<>'mt

® A%&£ | 172.16.4.15/index.php?username=mt&password=aaa%27%200r%20username < > %27mt g

select * from t24 where username="mt' and password= 'aaa’ or username<>'mt'

Array ([0] => Array ([0] => 1[1] => mt[2] => aaa ) [1] => Array ([0] => 2 [1] => gg [2] => bbb ) [2] => Array ([0] => 3 [1] => mm [2] => ccc))
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<?php
$servername="127.0.0.1";
$dbuser="muke_user";
$dbpassword="9Gcag71Gaa";
$dbname="muke";

$mysqli = new mysqli($servername,$dbuser,$dbpassword,$dbname); /i & MySQLZE £z

if($mysgli->connect_error){
die(‘connect error:'.$mysqli->connect_errno);
}
$mysqli->set_charset('UTF-8'); // 14 B % 5 745 4
$username = isset($_GET['username']) ? $_GET['username'] : ";
$password = isset($_GET['password']) ? $_GET['password'] : ";

IS N P A BRI, WRAS R R B, S E R R R R TR
if( 'preg_match("/Na-zA-Z0-9){1,}$/",Susername) || !preg_match("/a-zA-Z0-9{1,}$/", $password) ) {
die("You input username and password format error ");

$sql = "select * from t24 where username='$username' and password= '$password";
echo "$sql<br/>";
$result = $mysqli->query("$sql");

$data = $result->fetch_all(); // IG5 4 IR BT £l
if (empty($data))
{
echo "& LI,
}else {
echo "E R I",
}
echo "<br/>";
print_r($data);
7>

W XA BRI, g R R RN, RATE R — T AT B EEEAIIAR SQL #
UNERE

HEEZEA URL:

http://172.16.4.15/index.php?username=mt' or '1=1

G © +Z2 | 172.16.4.15/index.php?username=mt%27%200r%20%271=1

You input username and password format error

KIZIETRMARXA HE, LEERRG.

2 T L AESRBUR KA P R (19 SQL VEA:

http://172.16.4.15/index.php?username=mt&password=aaa' or username<>'mt

® FZ% | 172.16.4.15/index.php?username=mt&password=aaa%27%200r%20username < >%27mt
php p

You input username and password format error I
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$sql = "select * from 124 where username=". addslashes($username) . " and password= " . addslashes($password) . ™";
AT T 2 32 SQL FEAK) URL:

http://172.16.4.15/index.php?username=mt' or '1=1

G © %2 | 172.16.4.15/index.php?username=mt%27%200r%20%271=1

select * from t24 where username="mt\' or \'1=1" and password= "

BREW
Array ()

R AR B Un, 8% T SQLIEN, KIE KM .

http://172.16.4.15/index.php?username=mt&password=aaa' or username<>'mt

G © %2 | 172.16.4.15/index.php?username=mt&password=aaa%27%200r%20username < >%27mt

select * from t24 where username="mt" and password= 'aaa\' or username<>\'mt’'

BREM
Array ()
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