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FEARAE-Nmap iE#HZER
FERSHHE -

1.1 NMAP &7y

1.2 NMAP B34

1.3 ERFE zenmap RIS RIERRIS
1.4 NMAP Sadphkis

1.5 NMAP BjZ335

1.1 NMAP &7

Nmap E—FAFNELXMANZLEHITHMERZLTIH , e REHARY. KEEF Nmap 2
Network Mapper RIiE#R. BEBERT . Nmap BF : FIEREENERE SBRSHEEE BiEE
N BRSBIE1TIANR Nmap AJLWEMBIRENREES. wOFMER. WETHIRSXEEFIRMMEE.
UM ERASIREXREFER.

nmap ZIFRSITEIEA |, a0 : UDP, TCP connect(), TCP SYN(EFHIHE). ftp (X (bounce
&), REFE. ICMP, FIN, ACK{3fH, =ifEf#(Xmas Tree), SYN $3#&#0 null 34, ERILARN
BRERRRE,

B4 : Nmap EERIRRTARCIIMETR , FRRRE , #EERTF Kali , ER nmap.org

1. nmap EX¥3HE

root@Kkali:~# nmap 192.168.1.100
Starting Nmap 7.70 ( https://nmap.org ) at 2019-10-30 11:06 CST
Nmap scan report for 192.168.1.100
Host is up (0.00043s latency).

Not shown: 995 filtered ports

PORT STATE SERVICE

80/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn
445/tcp open microsoft-ds
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3306/tcp open mysql
MAC Address: 48:5F:99:83:AB:AF (Unknown)
Nmap done: 1 IP address (1 host up) scanned in 11.49 seconds

2. -vEY #HIRESE  BERCIFRNIROREEFMER

root@Kkali:~# nmap -v 192.168.1.106

Starting Nmap 7.70 ( https://nmap.org ) at 2019-10-30 11:21 CST

Initiating ARP Ping Scan at 11:21

Scanning 192.168.1.100 [1 port]

Completed ARP Ping Scan at 11:21, 0.04s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 11:21

Completed Parallel DNS resolution of 1 host. at 11:21, 6.57s elapsed

Initiating SYN Stealth Scan at 11:21

Scanning 192.168.1.100 [1000 ports]

Discovered open port 3306/tcp on 192.168.1.100

Discovered open port 80/tcp on 192.168.1.100

Discovered open port 445/tcp on 192.168.1.100

Discovered open port 139/tcp on 192.168.1.100

Discovered open port 135/tcp on 192.168.1.100

Completed SYN Stealth Scan at 11:21, 4.73s elapsed (1000 total ports)

Nmap scan report for 192.168.1.100

Host is up (0.00042s latency).

Not shown: 995 filtered ports

PORT STATE SERVICE

80/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

3306/tcp open mysql

MAC Address: 48:5F:99:83:AB:AF (Unknown)

Read data files from: /usr/bin/../share/nmap

Nmap done: 1 IP address (1 host up) scanned in 11.46 seconds
Raw packets sent: 1998 (87.896KB) | Rcvd: 8 (336B)

3. -p3#, HMIRSRIROEEN—NEE : HlNiwO 1-200
root@kali:~# nmap -p 1-200 192.168.1.100

Starting Nmap 7.70 ( https://nmap.org ) at 2019-10-30 11:27 CST
Nmap scan report for 192.168.1.100

Host is up (0.00039s latency).

Not shown: 197 filtered ports

PORT STATE SERVICE

80/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn
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MAC Address: 48:5F:99:83:AB:AF (Unknown)
Nmap done: 1 IP address (1 host up) scanned in 9.16 seconds

4. -0 2%, RS , EERIIRSHRANFERAXKE,

root@kali:~# nmap -O 192.168.1.106

Starting Nmap 7.70 ( https://nmap.org ) at 2019-10-30 11:52 CST

Nmap scan report for 192.168.1.106

Host is up (0.0010s latency).

Not shown: 991 closed ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

49152/tcp open unknown

49153/tcp open unknown

49154/tcp open unknown

49155/tcp open unknown

49156/tcp open unknown

49158/tcp open unknown

MAC Address: 00:0C:29:35:53:89 (VMware)

Device type: general purpose

Running: Microsoft Windows 7|2008|8.1

oS CPE: cpe:/o:microsoft:windows 7:- cpe:/o:microsoft:windows_7::sp1
cpe:/o:microsoft:windows_server 2008::sp1 cpe:/o:microsoft:windows_server 2008:r2
cpe:/o:microsoft:windows_8 cpe:/o:microsoft:windows 8.1

OS details: Microsoft Windows 7 SPO - SP1, Windows Server 2008 SP1, Windows Server 2008
R2, Windows 8, or Windows 8.1 Update 1

Network Distance: 1 hop

OS detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 9.36 seconds

5. -A 2%, {8092 ALL FRBIER

root@kali:~# nmap -A 192.168.1.106

Starting Nmap 7.70 ( https://nmap.org ) at 2019-11-17 19:05 CST
Nmap scan report for 192.168.1.106

Host is up (0.00061s latency).

Not shown: 998 filtered ports

PORT STATE SERVICE VERSION

80/tcp open http  nginx 0.7.63

|_http-server-header: nginx/0.7.63

|_http-title: DCN-WAF\xD5\xFE\xB8\xAE\xCD\xF8\xCA\xD7\xD2\xB3
3306/tcp open mysql MySQL (unauthorized)

MAC Address: 00:0C:29:35:53:89 (VMware)

Warning: OSScan results may be unreliable because we could not find at least 1 open and 1
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closed port
Device type: general purpose|phone
Running: Microsoft Windows 2008|8.1|7|Phone|Vista

oS CPE: cpe:/o:microsoft:windows _server 2008::beta3
cpe:/o:microsoft:windows_server 2008 cpe:/o:microsoft:windows 8.1
cpe:/o:microsoft:windows_7::-:professional cpe:/o:microsoft:windows 8
cpe:/o:microsoft:windows cpe:/o:microsoft:windows vista::-

cpe:/o:microsoft:windows vista::sp1

OS details: Microsoft Windows Server 2008 or 2008 Beta 3, Microsoft Windows Server 2008
R2 or Windows 8.1, Microsoft Windows 7 Professional or Windows 8, Microsoft Windows
8.1 R1, Microsoft Windows Phone 7.5 or 8.0, Microsoft Windows Vista SP0O or SP1, Windows
Server 2008 SP1, or Windows 7, Microsoft Windows Vista SP2, Windows 7 SP1, or Windows
Server 2008

Network Distance: 1 hop

TRACEROUTE
HOP RTT ADDRESS
1 0.61ms 192.168.1.106

OS and Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 12.90 seconds

' : traceroute BISIRH

5 1 : EX— P MERAFFEHRARIERGHKE
root@kali:~# nmap -O 192.168.1.0/24

5 2 - BEHESE , EERSIINE | XTI CRIER

--randomize-hosts # FEHME

--scan-delay #3ERTiHE, BBAFD

root@kali:~# nmap --randomize-hosts --scan-delay 5 192.168.1.100-106
Starting Nmap 7.70 ( https://nmap.org ) at 2019-10-30 12:11 CST
Nmap scan report for 192.168.1.100

Host is up (0.00025s latency).

Not shown: 995 filtered ports

PORT STATE SERVICE

80/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

3306/tcp open mysql

MAC Address: 48:5F:99:83:AB:AF (Unknown)

Nmap scan report for 192.168.1.102
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Host is up (0.0000040s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

22/tcp open ssh

Nmap done: 6 IP addresses (2 hosts up) scanned in 18.51 seconds

iR : [RARRMELYHP TR . B NMAP REZIRMROITHT |, (RRZEA7 ?
EigiBiROXE

root@piloteer101:~# Isof -i :22  #&ifixC] M MHTZES IR

root@piloteer101:~# ps aux |grep sshd  #AILAEHIEXAFERES(EE | GIFEHERLAER
XiigE

root@piloteer101:~# kill -9 722  #XFEi#i2 , (M PID R#HTHRIE , -9 TTohl

HE -

root@piloteer101:~# killall sshd  #killall (s $RFEFAEHIZRIETHIZE , (FRARNEEMAIE
&

root@piloteer101:~# which sshd H#EEIEFERNIRE
/usr/sbin/sshd

RE

root@piloteer101:~# find / -name sshd

1.3 BERRAE zenmap WS HKEBEKIS

1.3.1zenmap N{

Zenmap 2EMHFEORKAIAEIAR NMap HEF GUIERREIRE , 8T tcp/ip RERZBFE
RARER, WERE. SEEMER. FTHEM. BEHTR PING EITERIEN. BIREM. %O
TSR, EiER RPCHE, A%, RiEHBERSEIURIEOMNIASSHINEEN—F , 2881LE
(ERRMMROERTIRZ—, TJLMSNEERLSE EREN. RNENLFRRRO. SNEIERARO
BISRIFRRA AR IR O R 2RiR.

S S1TIRERURY NMap 1Lt , B84 Zenmap B EANEAENEE , (BESF(IIEZSIIEM
ST NMap , 32, NRIRARZ2AH , BBA Zenmap HES(R.

T& zenmap i85 , EARURMT rpm 8 , THEEZEHEIGEHN deb &
root@piloteer101:~# wget https://nmap.org/dist/zenmap-7.80-1.noarch.rpm

root@piloteer101:~# apt -y install alien #T&k deb GEIRTH

root@piloteer101:~# alien zenmap-7.80-1.noarch.rpm  #f rpm @4£J3 deb
zenmap_7.80-2_all.deb generated

root@piloteer101:~# dpkg -i zenmap _7.80-2 all.deb #%&%&%
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Hiila) TAM) EEP) #BEhH)

[=] Shell No. 1

Zenmap

Zenmap (as root)

Clipboard Manage
BOEE:S
BOEEEME

ThEmamR, BESHEROEK

® 0

BiF: |'192.168.1.100 Ir

_’ @& |Intense scan

e Ihma;:»—Td—fi\—\/'192.168.1.100 Intense scan

d

= | ms |

BRIERGE  EH

ol 192.164

dwEn |

$—h:

(nmap

Intense scan plus UDP

Nmapfith | S0/EH ik EHEE A
|nmap-T4-A-v192.168.1.100

Intense scan, all TCP ports

Intense scan, no ping
Starting Nmap 7.70 ( https://nmap.org ) at 2019

NSE: Loaded 148 scripts for scanning. Ping scan
NSE: Script Pre-scanning. Quick scan
Initiating NSE at 12:30

Completed NSE at 12:30, 8.00s elapsed Quick scan plus

Initiating NSE at 12:30

Completed NSE at 12:30, ©0.00s elapsed
Initiating ARP Ping Scan at 12:30 Regular scan
Scanning 192.168.1.100 [1 port] B
Completed ARP Ping Scan at 12:30, 0.03s elapse Slow comprenensive scan

Quick traceroute

!‘J |15

Initiating Parallel DNS resolution of 1 host. at 12:30

Completed Parallel DNS resolution of 1 host. at 12:30, 6.59s elapsed
Initiating SYN Stealth Scan at 12:30

Scanning 192.168.1.160 [100@ ports]

Discovered open port 139/tcp on 192.168.1.100

Discovered open port 3306/tcp on 192.168.1.100

Discovered open port 135/tcp on 192.168.1.100

Discovered open port 80/tcp on 192.168.1.100

Discovered open port 445/tcp on 192.168.1.100

Completed SYN Stealth Scan at 12:30, 4.73s elapsed (1000 total ports)
Initiating Service scan at 12:30

Scanning 5 services on 192.168.1.100

Completed Service scan at 12:31, 9.85s elapsed (5 services on 1 host)
Initiating 05 detection (try #1) against 192.168.1.100

Retrying 0S detection (try #2) against 192.168.1.100

NSE: Script scanning 192.168.1.100.

Intense scan

-T4 -A -v)

—R%Kii , Intense scan AILAHERE—RRE
-T4 RPITERE, TBEI(0-5) (higher is faster)
-A MERFERRAIFN
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-v RRIEHRYEILH

S5 : Intense scan plus UDP
(nmap -sS -sU -T4 -A -v)

BN UDP {3t

-sS TCP SYN #3#i

-sU UDP {3it

=% : Intense scan,all TCP ports

(nmap -p 1-65536 -T4 -A -v)

AEFAIRO , [BETE 1-65535 , iXEIHEFTRIROAFAIER , EELLRIE,
-p IEEROEHER

S8 : Intense scan,no ping
(nmap -T4 -A -v -Pn)

3E ping 1338

-Pn 3E ping {34

%H¥ : Ping scan

(nmap -sn)

Ping 13

= : EER,

R : BREPIXIERE , SBTABER
-sn ping 1344

8738 : Quick scan
(nmap -T4 -F)
PRIERIHE

-F BREE

66 : Quick scan plus

(nmap -sV -T4 -0 -F --version-light)
PRIEFFHIBEIR

-sV ERiRORRAFIRSER.

-0 ARIRSHFIRFET
--version-light i&ERNER 2,

58)\#h : Quick traceroute

(nmap -sn --traceroute)

FRERERER

-sn Ping 134 , KAIROIHE
-traceroute RRAHNZIBEIRAIEHT .

51 : Regular scan
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EHaE

£E+# : Slow comprehensive scan
(nmap -sS -sU -T4 -A -v -PE -PP -PS80,443,-PA3389,PU40125 -PY -g 53 --script all)
1SiE LEE

-PY EEAREHIE RN

-g EERROS

1.4 NMAP X5

IROIBYIRTS :
open , iKOIFFAY ;
filtered , iR CI#ERAXIBER ZLHPELE Y |, tHRIEERRILZIEEE ;
closed , iROXE,

-PS EIASRSEHE TCP SYN ping RISad pEAIS

-PA XFhEBIRSRENE RS ACK & , RISad kiR

-PU FERSMBERHT udp ping 135, XHSEBRGIMARIX UDP ERSREY—MERL , RISEEREX
i

-PP #I#{T—4 ICMP R3EJEE ping $3i# , RISEIPGKIE

-PE S#i#1T—" IEMP(Internet {ZHEHRIINY) HEEMN RS Lt ping , RISEAALE

-Pn KA ping FU#THME | RISEEAIE.

-sA BFARIPSXIERN , LR aiRORiTER , BBATLAERRANSHHTED.

BILAE windows & linux R LBEIBANE | IBEMROZELE , ABEER nmap i#7illik
1.5 Nmap B 78 i& iz
£ Nmap ZEBF T scripts XHRBEFM TIFSLL" nse” FERERIN AN XLEFRZE Nmap

BEIFRMIASIEE, (E Nmap Script BY , EBRIMSE“--script=HIEZ",

Nmap BIAEEE : root@kali:cd /usr/share/nmap/scripts/
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:/usr/share/nmap/scripts# ls

acarsd-info.nse
address-info.nse
afp-brute.nse
afp-ls.nse
afp-path-vuln.nse
afp-serverinfo.nse
afp-showmount.nse

ajp-headers.nse
ajp-methods.nse
ajp-request.nse
allseeingeye-info.nse
amgp-info.nse
asn-query.nse
auth-owners.nse
auth-spoof.nse
backorifice-brute.nse
backorifice-info.nse
bacnet-info.nse
banner.nse
bitcoin-getaddr.nse
bitcoin-info.nse

ip-forwarding.nse
ip-geolocation-geoplugin.nse
ip-geolocation-ipinfodb.nse
ip-geolocation-map-bing.nse
ip-geolocation-map-google.nse
ip-geolocation-map-kml.nse
ip-geolocation-maxmind.nse
ip-https-discover.nse
ipidseq.nse

ipmi-brute.nse
ipmi-cipher-zero.nse
ipmi-version.nse
ipv6-multicast-mld-list.nse
ipv6-node-info.nse
ipv6-ra-flood.nse
irc-botnet-channels.nse
irc-brute.nse

irc-info.nse
irc-sasl-brute.nse
irc-unrealircd-backdoor.nse
iscsi-brute.nse
iscsi-info.nse
isns-info.nse

IP HtifiHERUREE -

root@kali:~# nmap --script ip-geolocation-* ke.qg.com

DNS (SRUEE :

root@Kkali:~# nmap --script dns-brute ke.qq.com

RERFRHRER -

root@kali:~# nmap --script membase-http-info.nse ke.qq.com

RREENRRE :

root@kali:~# nmap --script smb- vuln-* ke.qq.com

web F IEiREMH
http-sql-injection.nse BIAEIEEANTRR
http-vuln-cve2017-8917.nse BIAE cms iENRBIR

root@kali:~# nmap --script http-vuln-* ke.qq.com

mysql EiEEESE

mysql-brute.nse AR HiRE mysql
mysql-info.nse BIAE mysql i#H{ER2

root@kali:~# nmap -p 3306 --script mysql-info.nse 192.168.1.206
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IREEIL :
5 nmap MFIFES—SENESFE CVE-2014-0160 iEiR
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