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Architecture

kubectl (user command) user access

Master
kube-proxy

APls

Scheduling REST(pods,services,RCs) Pod Pod

Container Container

Scheduler Controller

Backend Storage
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Architecture

kubectl (user command)

Master
kube-apiserver
kube-scheduler etcd-amd64
hyperkube leader-elector
kube-proxy calico-node

policy-controller flannel

kube-proxy kubedns
hyperkube Kube-dnsmasq
calico-network || exechealthz
flannel fluentd

elasticsearch
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Resource Monitor

« Resource
\/Cpu : 1 core = 1000m
v Memory : measured by bytes, 128MiB

« Container : F|FIE B SRS

* Pod : [REIRFZANIZPodRIRIR
« Namespace : FHPRAINZERT] , IIH&EZ , configmaps , pods , svc...
« BERR : kubectl describe po/no --namespace=**

Containers:
abcd:

Allocated resources: Container ID: docker:/.
(Total limits may be over 100%, i.e., overcommitted. More info Image: index.tel
CPU Requests CPU Limits Memory Requests Memory Limits Image ID: docker:/.

Ports: 22/TCP, .
"""""""""""""""""""""""""" QoS Tier:
4034m (50%) 4645m (58%) 15866Mi (99%) 19040Mi (118%) cpu: Burstable
memory : Burstable
Limits:
cpu: 125m
memory : 512Mi
Requests:
cpu: 109m
memory: 448M1
L= R EIRAT www.ten
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Resource Monitor

- FiREIEFERkubelet , heapsterflistorage backends ( #influxdb ) ¥ap%, Heapstera]
LIEEES eEBRE metricsFIE4EdE. BRI LALApodATNUEI TSR |, (R LARIRIE T

o kubelet McAdvisorFREXEHE , heapsterBZR &R

EXEERSimfEiEInfluxDB,

cAdvisor MEAI LG T R LB ERIIRIRER | MEHBN T RIIKIRERER.
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Resource Monitor

» cAdvisor ( Container Advisor ) BFFFINE I IRATHE. #a=sRiRAMIERER OQ

* cCAdvisorBsIKIMATEEHRANECPU, RF. HEFIMSEYE

o cAdvisorfEEANT EIREESHIVI |, @idi%r4194i5a cAdvi Ir
LR eIrE |, FgERERT

Docker Containers

Docker Containers
Subcontainers

User PID PPID Start Time CPU % MEM % RSS Virtual Size Status Running Time Command Container
root 6,218 5,397 Now06 11.00 0.10 25.15 MiB 34.07 MiB 8s=1 05:10:28 kube-proxy /docker/99d1a%=5d4130402c7d

statd 8,661 5,397 Now0T 8.30 6.70 1.05 Gie 12.17 GiB 8=l 02:26:28 tava /docker/33d5f56a8242470569 k8s_POD.b5T7df2d_etcd-proxy-192.168.1.97_default_c... (/docker/8545141136150962d716687a49a3e55867136346b058cb47e09a4d41927b716C)
root 63,619 5,397 Now07 2.00 0.50 281.57 MiB €78.80 MiB Sal 0D0:35:44 hyperkube /docker/calea9533ad73d65241
root 6,282 §,262 Novw06 1.70 1.10 182.85 MiB 1.22 GiB s1 00:49:01 td-agent /docker/BaG0c0Sck k8s_bbbbbbb.6f21c254_bbbbbbb-7-mjhpn_yubiao_441ela... (/docker/20f03680745b6a0b97e302239dc71a1999d9¢cdbas10ece3f2d56779144093871)
root 5,397 1 Nowv06 1.20 1.80 304.55 MiB 6.41 GiB Sal 00:35:3¢6 docker
root 2,554 5,337 MowlT 0.50 ©0.10 25.96 MiE 37.34 MiB Ssl 00:10:09 eted /docker/ kB8s_default-backend.78bdd2c0_default-backend-55jan... (/docker/4473dfadf3175e105abd1d79b1ebad214bfc459e8c04005865cd5e8ba23bb707)
root 4,556 5,397 Now07 0.50 0.00 13.58 MiB 16.97 MiB Sal 00:10:20 skydns /docker/
root 9,425 5,337 Nav07 0.20 0.20 56.48 MiB 67.13 MiB Sal 00:04:40 heapster /docker/aeb4962d174db2626a k8s_POD.60810060_hello-3794618642-cohvh_zhangpc_61... (/docker/576165d7eaeTaa2afle61149b23e0b1e800745631ae5863baab04a55d463base)
root 7 2 Nov06 0.10 0.00 0.00 B 0.00 B =) 00:04:45 rcu sched
root E) 2 NovDE 0.10 0.00 0.00 B 0.00 B = 00:05:41 rgmsm k8s_eventer-nanny.7039bc91_heapster-v1.0.2-3831001___ (/docker/3e016f674d0eTe62bfe63cd148d29321eTec3c5b4bc07cTdf3457dbee1681d2b)
root 1,648 3,397 Nowv07 0.10 0.20 33.72 MiB 48.16¢ MiB 8sl 00:01:535 nginx- /docker/0ab5875d24adedD926

ingress-c k8s_hello.f40a3870_hello-d59ab_tenxcloud_43f71831-._. (/docker/67cdec91932bbcE6e7abb 7 7fae88954beced5a615e1b21331b4d6e97ba3fdca2)

root 4,141 5,357 Now07 0.10 0.10 24.50 MiB 37.58 MiB S=sl 00:02:23 kubelsky /docker/6£56c304e20e23al65b7
root i o How0e 0.00 0.00 4.05 MiB  32.34 MiB 3= 00:00:08 init k8s_redis.6e00b717_quickstart-python-redis-ct351_z... (/docker/9187997b6da1e856b4810bc040e00d10c29167df8651c87b7844246989199959)
root 2 o Nov0é& 0.00 0.00 0.00 B 0.00 B s 00:00:00 kthreadd
root 3 2 Nov0é 0.00 0.00 0.00 B 0.00 B B 00:00:02 ksoftirgd/0 k8s_hello.7760cda2_hello-2pkpc_zsh01_458b26ce-ad482... (/docker/364cfc060ac7i060thal16f204d050d5976627d843d78816984dd7c341131b15¢)
root 8 2 Nov0é& 0.00 0.00 0.00 B 0.00 B s 00:00:00 rou_bh
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Resource Monitor

e Inside Heapster

[root@demo2 ~]1# kubectl get svc --namespace=kube-system|grep heapster

heapster 10.0.0.142 <none> 80/TCP 24d

[root@demo? ~]# curl 10.0.8.142/metrics

# HELP heapster_exporter_duration_microseconds Time spent exporting data to sink in microseconds
# TYPE heapster_exporter_duration_microseconds summary
heapster_exporter_duration_microseconds{exporter="InfluxDB Sink" 6 quantile="0.5"} 3.459
heapster_exporter_duration_microseconds{exporter="InfluxDB Sink",quantile="0.9"} 3.692
heapster_exporter_duration_microseconds{exporter="InfluxDB Sink",quantile="0.99"} 3.692
heapster_exporter_duration_microseconds_sum{exporter="InfluxDB Sink"} 4858.171999999996
heapster_exporter_duration_microseconds_count{exporter="InfluxDB Sink"} 1540
heapster_exporter_duration_microseconds{exporter="Metric Sink",quantile="0.5"} 2.715
heapster_exporter_duration_microseconds{exporter="Metric Sink",quantile="0.9"} 3.735
heapster_exporter_duration_microseconds{exporter="Metric Sink",quantile="0.99"} 3.735
heapster_exporter_duration_microseconds_sum{exporter="Metric Sink"} 6019.538999999986
heapster_exporter_duration_microseconds_count{exporter="Metric Sink"} 1540

# HELP heapster_exporter_last_time_seconds Last time Heapster exported data since unix epoch in ¢
# TYPE heapster_exporter_last_time_seconds gauge
heapster_exporter_last_time_seconds{exporter="InfluxDB Sink"} 1.480572365e+09
heapster_exporter_last_time_seconds{exporter="Metric Sink"} 1.480572365e+09

# HELP heapster kubelet summary request duration microseconds The Kubelet summary request latenc:
# TYPE heapster_kubelet summary request duration_microseconds summary

heapster_kubelet summary_request_duration_microseconds{node="192.168.1.153",quantile="0.5"} 835
heapster_ kubelet summary request_duration_microseconds{node="192.166.1.153",quantile="0.9"} 1180
heapster_kubelet_summary_ request_duration_microseconds{node="192.168.1.153",quantile="0.99"} 113(
heapster_ kubelet summary request_duration_microseconds_sum{node="192.168.1.153"} 1.852476e+06
heapster_kubelet_summary_ request_duration_microseconds_count{node="192.168.1.153"} 1540
heapster_kubelet summary request_duration_microseconds{node="192.166.1.154",quantile="0.5"} 1187

[root@demo2 ~1# curl 10.0.0.142/api/v1/model/debug/allkeys

[

"namespace:
"namespace:
"namespace:
"namespace:
"namespace:

default/pod:my-nginx-1826603514-dhizz/container:my-nginx",
xingiao/pod:hhhh-9v1it",

demo/pod:tSyw-2jrz5",

xingiao",
default/pod:k8s-node-192.168.1.153/container: flannel”,

"node:192.168.1.154/container:kubelet",
"node:192.168.1.154/container:docker-daemon”,

"namespace:
"namespace:
"namespace:
"namespace:
"namespace:
"namespace:
"namespace:
"namespace:
"namespace:
"namespace:
"namespace:
"namespace:
"namespace:
"namespace:
"namespace:

zhongyc/pod:tomcat-nfzn6/container:tomcat",
xingiao/pod:tttom-7kask/container:tttom”,

demo",
kube-system/pod:fluentd-elasticsearch-192.166.1.153",
default/pod:curl-util",

zhongyc/pod:cmdb-z3rqgg",

default”,

kube-system/pod:fluentd-elasticsearch-192.168.1.153/container: fluentd-elasticsearch

default/pod:k8s-node-192.1658.1.154/container:proxy",
demo/pod:myapp-p2xna/container:myapp",
kube-system/pod:heapster-23827483-91g0m/container:eventer-nanny”,
demo/pod:myapp-ypckt",

Kube-system/pod:heapster-23827483-91gbm",
default/pod:k8s-node-192.168.1.153/container:proxy",
default/pod:my-nginx-1826603514-4ub9m/container:my-nginx",

"node:192.168.1.153/container:kubelet",

"namespace:
"namespace:

xingiao/pod:sql-nwb63",
default/pod:k8s-node-192.168.1.154/container: flannel”,

e =R ERIERAE)

www.tenxcloud.com



|/ Yl

ternxcloud . com

Resource Monitor

« InfluxDB : FHERIS Fo = AT Bl 7 &R ZE
V' T, FRRTRE
v OB, £=EE
V' NBSHITRT RS

v' HTTP API runtime
/ %SQLESE'I’EJ'IE@ time Alloc Frees HeapAlloc Heapldle HeapinUse HeapObjects HeapReleased HeapSys Lookups Mallocs NumGC HNumGoroui

2016-11- 1031984 0 1031984 663552 1892352 7459 0 2555904 49 7459 0 36
07T01:38:01.171955194Z

v EREETA
m -~ 2016-11- 1268848 0 1268848 1228800 2048000 9080 0 3276800 69 9080 0 37

07TO1:38:11.1722981152Z

tinflux

2016-11- 1410520 0O 1410520 1105920 2138112 10870 0 3244032 81 10870 0 37
07T01:38:21.183205241Z

2016-11- 1502216 0 1502216 991232 2220032 12051 0 3211264 93 12051 0 35
07T01:38:31.1720123257Z

2016-11- 1580728 0 1580728 933888 2277376 13105 0 3211264 99 13105 0 32
07T01:38:41 1722239477

2016-11- 1657560 0 1657560 868352 2342912 1an7 0 3211264 103 14117 0 32
07T01:38:51.171975464Z

2016-11- 1736888 0 1736888 811008 2400256 15138 0 321264 107 15138 0 32
07T01:39:01.171924908Z

2016-11- 1816216 0 1816216 679936 2531328 16148 0 3211264 1M 16148 0 32
07T01:39:11.1831860952

2016-11- 1899856 0 1899856 622592 2588672 17161 0 3211264 M5 17161 0 32
07T01:39:21.172046226Z
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Resource Monitor
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Resource Monitor

» Prometheus : FRHINIET R, ¥ BAIEAFERISIEIWCIA

v’ $5k8s metricsEERIR

V %i5KBs apiTIRE AT L oo

v s
==

Service Discovery PagerDuty Email
A
« DNS T f
« Kubemetes
v « Consul notify
Pushgateway . ;'CILlstnm inte gratic
find Alertmanager
targets
Prometheus Server push alerts T
pull metric:
© | Retrieval Storage PromQL |
Hl : . - Web UI
) — PromDash
4 ] — Grafana
S Node HDD / SSD
Jobs /Exporters — APl clients

Y

]

¥
Prometheus Server
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Service Monitor

H}

« KubernetesigfitytPod., Bz TINTAYS

, B RCIRFIZITHE

[root@demo? ~1# kubectl get rc myapp --namespace=demo -ojson

{

"kind": "ReplicationController",
“apiVersion": "wvl",
"metadata": {
“name": “myapp",
"namespace": "demo",
"selflLink": "/fapi/vl/namespaces/demo/replicationcontrollers/myapp",
"uid": "36c1678d-b77d-11e6-bebl-005056852019",
"resourceVersion": "443757",

“"generation": 2,
"creationTimestamp": "2016-12-01T04:15:292",

"labels": {
“name": "myapp"
}
1, Tomcat
"spec": {
"replicas": 3, Master Pod
"selector": {
"name": "myapp"
¥,

Replication Controller
RC=3 Tomcat

Pod

b= =BERHEEIR AT www.tenxcloud.com
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Service Monitor

« Container Probesi2tHTTP, TCPRYEERIZ , (RIENFAANERIET

[root@demo? ~]# Kubectl get po myapp-pZxna --namespace=demo -ojson

{
i Ki':'d i '_'POd " o BT 2016-12-01 12:19:35
"apiVersion": "wvl1",
"metadata": {
‘name”: “myapp-p2xna” o AIEERITH 2016-12-01 12:19:35
"generateName": “myapp-"
“namespace": "demo"
"selflLink": "/api/vl/namespaces/demo/pods/myapp-p2xna", BffR] : 2016-12-01 12:19:35
"uid": "36c¢23bfa-b77d-1leb-bebl-0@5056852019"
"resourceVersion": "443485", ! {8 : Created container with docker id Oc234a5ade2c
“creationTimestamp”: "2016-12-01T04:18:292",
"labels": { . . .
"name": "myapp" o Killing 2016-12-01 12:19:35
}, , .
“livenessProbe": { AA] : 2016-12-01 12:19:35
"httpGet":
Ep ath": { "/health", &8 : Killing container with docker id €5a68eb65645: pod "myapp-p2xna_demo(36c23bfa-b77d-11e6-be61-005056852019)" container "myapp" is
‘port”: 8080, unhealthy. it will be killed and re-created.
"scheme": "HTTP"
}
“initialDelaySeconds”: 10, o Unhealthy 2016-12-01 12:19:24
"timeoutSeconds": 3, '
"periodSeconds": 5,
"successThreshold": 1, FfiE] : 2016-12-01 12:19:24
"failureThreshold": 3
1 {&8 : Liveness probe failed: HTTP probe failed with statuscode: 403
'
\ J
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Fluentd
e Fluentd: FHERY , HEWETE.

Access logs Alerting
Apache Nagios

App logs \ / Analysis
Frontend y MongoDB
Backend MySQL

System logs /f U entd\ Hadoop
syslogd Q

filter / buffer / routing Archlvmg
Databases Amazon S3

v’ Unified Logging Layer

* Json &=

BIE= 5]

° ZWE. ZREF
Vg0, BESRE
v IEEE. TR
v R
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Elasticsearch

« Elasticsearch: FigHY. SCAYRISHTEFRFISITSIZE
« DTIVFE
« DHTVER
- QMERPBLRBIEIE
 Restful API
« SEEFRHE/ B + FAMWTFE on kubernetes
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Flow

« How to work in Kubernetes
Kubernetes Cluster

Fluentd  Elasticsearch  postgresQL Node

_ 'S /var/lib/docker/containers/...

stdour and stderr Conta,mer
log files

H FI d T t Nginx -
Elasticsearch Service uent omca g Node

|
NGMX /var/lib/docker/containers/...

Container

stdour and stderr

log files
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