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T4 2Keystone?

» Keystone is an OpenStack service that provides
API client authentication, service discovery, and
distributed multi-tenant authorization by
implementing OpenStack’s Identity API.
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g Policy

$ cat /etc/keystone/policy.json
{
"admin required": "role:admin or is admin:1",
"service role": "role:serwvice",
"service or admin": "rule:admin required or rule:service role", 2 i 2
e T Plinar i e e A" JSON-- JavaScript Object Notation

"admin or owner": "rule:admin reguired or rule:cwner",

"token subject™: "user id:%(target.token.user id)s", . ?&E&Eﬂﬁﬁﬁ%ﬁ
"admin or token subject": "rule:admin required or rule:tcken subject", . Eﬁf—f?:%*n*ﬁé

Tla=

o« SRHEL

"default": "rule:admin required”,

"identity:get service": "rule:admin required", Hﬂﬁ“ .
"identity:list services": "rule:admin required", {

"identity:create serwvice": "rule:admin reguired", "FirstName": "Tom",
"identity:update serwvice": "rule:admin required", "LastName": "Chen"
"identity:delete serwvice": "rule:admin required", n }

"identity:get user": "rule:admin or owner",
"identity:list users": "rule:admin reguired", 0
"identity:create user": "rule:admin required", —
"identity:update user": "rule:admin required", 0 —
"identity:delete user": "rule:admin required", —
"identity:change password™: "rule:admin or owner"
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$ sudo su — stack

$ sudo losetup -f /opt/stack/data/stack-volumes-default-backing-file
$ sudo losetup -f /opt/stack/data/stack-volumes-lvmdriver-l-backing-file

script /dev/null
screen -c¢ /opt/stack/devstack/stack-screenrc

ctrl + A, R)GDIBH

r I
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$ source /opt/stack/devstack/openrc admin admin
WARNING: setting legacy OS TENANT NAME to support cli
taonls.

G

$ env | grep "*0S

$ openstack user list

De82fal06a3e48dc9889e8d498T 5423 alt_demo
185b66893ded40alaacteB02632a5d20e admin
la8fdecZeslbdcebbaf28f77673008ee Nova
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Se0edf10203f467908bf01434 36645720 cinder
7ebesffs70as4af2bc9eras0sce3derod neutron
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curl -i

-H "Content-Type: application/json" \

- !
"auth": {
"identity": |
"methods": [
"password"
1
"password": {
"uzer" : {
"domain": {"id":"default"},
"nmame": "admin",
"password": "secret"
}
}
}
}
\

http://localhost/identity admin/v3/auth/tokens

# HTTP/1.1 201 Created
Date: Mon, 14 Auwg 2017 07:36:02 GMT

Server: Apache/2.4.18 (Ubuntu)

¥-8ubject-Token: gAAAAARZKVLIALFXMIHIL2Y3IgvmBY8-
bEnduUl 62NHe tB-hAT7JJI2 Z0dyoshDd 6 CoAWADY JXUgQ29E -
_ZBBdboquPQRemsarQUUEfan_QtUdSm—

QLpM TGroDp2ciMT6ZB87uY U2okMXNAVACRMLE Zom3HmUCHUY

)

Vary: X-Auth-Token

x-openstack-request-id:
08f5b4df0cbea

reqg-becBable-68fd-4a2a-aT7f-

Content-Length: 312
Content-Type: application/json

{"token": {"issued at": "2017-08-14T07:36:02.000000Z",
"audit ids": ["gnoarylgqTiSjgD-CZjlB w"], "methods":
["password"], "expires at": "2017-08-
14T08:36:02.000000Z", "user": {"password expires at":
nill, "domain": {"id": "default", "name": "Default"},
"id": "838d02537eeld00dai4clB84ebbb3ff2f", "name":
"admin"}}}
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$ e ; PP 3] Eﬂpeﬂstack @ dama = & admin =
project create
: | ¥
project delete . T
project list HES »
project set BHER w Eﬁjﬁ
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§ openstack help user
user create i EERT 81
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] damo - damoiexmmpls com 01851430 Tha 1 SB00aBdTa5c ISRE e BSa Trus  Dafault iR -
user password set
user set O mva ‘ DFS6ica2 153 40bSbed el B85 daT True Default  GHE -
user show
O cinder ; 1iT203da0Tb4Beda64c 063 T aeb980d Tue Default  BHE |~
§ openstack help role O neron - 3a175806d41100008436 3820082773 Trwe  Defaull  BRiE  ~
role add
role assigmnment list O gance - EacO5Tioaddd0ctatd01dTRacc06dS  True Default | 4R | =
role create
O wdmi . 83800251 7ee 1 4000aT4c1B4obSEISTH  Troe  Default | i | =
role delete
role list 0 elt_demo - all_demof@ecample com  382cecdbSB94dcbbiTecocdlaallcdSh Twe  Default g -
role remove
O placemeni - abi5aaebichilealaddr HaR509WEa TS Troe  Default i -
role set
role show
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