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SDN architecture decouples the network control and forwarding functions
enabling the network control to become directly programmable and the
underlying infrastructure to be abstracted for applications and network
services. The OpenFlow® protocol is a foundational element for building

ON.LAB

SDN’s key attributes include: separation of the data and control planes; a
uniform, vendor-agnostic interface(called OpenFlow) between control and
data planes; a logically centralized control plane that offers a consistent,
network-wide view to programmers or operators.
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* SDN is an approach to computer networking that allows network
administrators to programmatically initialize, control, change, and
manage network behavior dynamically via open
interfaces and abstraction of lower-level functionality.

* SDN is meant to address the fact that the static architecture of traditional
networks doesn't support the dynamic, scalable computing and storage
needs of more modern computing environments such as data centers.

* This is done by decoupling or disassociating the system that makes
decisions about where traffic is sent (the SDN controller, or control plane)
from the underlying systems that forward traffic to the selected
destination (the data plane).
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firewall.c

if( pkt.tcp.dport

== 22)
dropPacket (pkt) ;
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1.<Match, Action>
2.<Match, Action>

3.<

4...

>

1.<Match, Action>
2.< >
3.<Match, Action>
4.<Match, Action>
5...

1.<Match, Action>
2.<Match, Action>
3.<Match, Action>
4.<Match, Action>
5.<Match, Action>

6. ..

SONTESH28

1.<Match, Action>
2.<Match, Action>
3.<Match, Action>
4.< >
5.<Match, Action>
6....

1.<Match, Action>
2.<Match, Action>
3.<Match, Action>
4.<Match, Action>
5.<Match, Action>
6. ...
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Software-Defined Networking: A Comprehensive Survey

Diego Kreutz, Fernando M. V. Ramos, Paulo Verissimo, Christian Esteve Rothenberg, Siamak Azodolmolky, Steve Uhlig
(Submitted on 2 Jun 2014 (v1), last revised 8 Oct 2014 (this version, v3))

Software-Defined Networking (SDN) is an emerging paradigm that promises to change this state of affairs. by breaking vertical integration, separating the network's control logic from the underlying routers and switches, promoting (logical) centralization
of network control, and infroducing the ability to program the network. The separation of concerns introduced between the definition of network policies, their implementation in switching hardware, and the forwarding of traffic, is key to the desired
flexibility: by breaking the network control problem into tractable pieces, SDN makes it easier to create and introduce new abstractions in networking, simplifying network management and facilitating network evolution. In this paper we present a
comprehensive survey on SDN. We start by introducing the motivation for SDN, explain its main concepts and how it differs from traditional networking. its roots, and the standardization activities regarding this novel paradigm. Next, we present the key
building blocks of an SDN infrastructure using a bottom-up, layered approach. We provide an in-depth analysis of the hardware infrastructure, southbound and northbound APIs, network virtualization layers, network operating systems (SDN controllers),
network programming languages, and network applications. We also look at cross-layer problems such as debugging and troubleshooting. In an effort to anticipate the future evolution of this new paradigm, we discuss the main ongoing research efforts
and challenges of SDN. In particular, we address the design of switches and control platforms -- with a focus on aspects such as resiliency, scalability, performance, security and dependability -- as well as new opportunities for carrier transport networks
and cloud providers. Last but not least. we analyze the position of SDN as a key enabler of a software-defined environment.
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Module 1: History and Evolution of Software Defined Networking

Time: Approximately 5 hours | Difficulty Level: Easy

Learning Objectives

+ Review the timeline of software defined netwarks from the 19805 to present time.
+ Raise awareness aboutthe genesis ofvarious ideas and principles, and why we have these principles in the first place.

Recognize architectural themes in computer networking where the SDMN principles came from. (Why? Because the specific technologies may evolve, butthe principles are in some sense timeless or at least have been recognized as “best practice™).

Key Terms

Software Defined Hetworking (SDM): A new networking paradigm whereby the behavior of a network is controlled by a single high-level software program. The general term for network architectures whereby the control plane (software that controls network behavior) and the data plane (the
devices that forward traffic) are separate from one another.

Control plane: The functions in the network that control the behavior of the network (2.9., network paths, forwarding behavior). Typically, the control plane is instantiated as a single, high-level software controller.
Data plane: The functions in the netwoark that are responsible for forwarding (or not forwarding) traffic. Typically, the data plane is instantiated as forwarding tables in routers, switches, firewalls, and middleboxes.
Active networks: A collection of network architecture projects in the 1990s that shared many of the same goals as software-defined networking.

Network virtualization: The notion of instantiating many distinct logical networks on top of a single, shared physical network infrastructure.

Checklist to complete Module 1

Watch the following lectures:

» Module 1.1: Central Control [6 minutes]

» Module 1.2: Programmable Netwarks [12 minutes]
» Module 1.3 Network Virtualization [12 minutes]

» Module 1.4 Control Plane Evolution [9:19]

+ Module 1.5 The Road to SDN [7:05]

» Tutorial: VagrantMininet Course VM Setup [1:48]

Complete the following Activities:

+ Readthe article "The Road to SDN: An Intellectual History of Programmable Metworks™
» (Quiz 1: History and Evolution of SDM

Programming Assignment 1; Setup Virtual Box/Mininet Environment for SOM - This is an aclivily that sets you up for fulure programiming assigmments; you do not have to submit anything. The assigmment also provides everything you need to get set up. We will attermpt to provide a selup video
lecture shortly to help you follow along.

Guest Interviews

» Interview with Martin Casado, Founder of Nicira Metwaorks (recently acquired by VIMWare). Topics discussed:
o Evolution of Software Defined Metwaorking
o Relationship of network virtualization to SDN
o Myths and misunderstandings of Software Defined MNetwarking
o The future of SOM: challenges and opportunities
s Interview with Mick McKeown

Support Resources

» Virtual Box (virtual machine environment)

@P2-
» David Medberry's Hints on Virtual Box Host-Only Metwoarking Setup ET—
» Jacob Cox's Hints on Vagrant VI Setup on Windows 7

Feamster, Nick et al. "The Road to SDN: An Intellectual Histary of Pragrammable Metworks ACM Queue. December 2013,
Caesar, Matthew, et al. "Design and implementation of a routing control platform.” Proceedings of the 2nd conference on Symposium on Networked Systems Design & Implementation-Volume 2. USENIX Association, 2005.
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