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2021-02-19 FEEE

etcdsCEGIR BENIERFS >

k. F8BR >
BHE 16:15 /) 14.88M

ReF, F2REEE

£ etcd RIEREF, (RESWHHBEEFHY apply request took too
long"#0 “etcdserver: request timed out"SEIER K EIIL? ENIERTARRESEH
A9B? BAIROZUNA SRS HrixX Leja) i ?

XMEKRSKEFROZNER: etcd IERS, FREBIXTIR, HHRERE etcd ZERTE}
o, BEERNENREMNSTGE, SIRBEICME, BEMZEM. iR, FER
EEMRECiRLSESmETR, GIERCESERF, BRE&IESE, FRER expensive
request, B etcd IEREIFERT,
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B, SERNNEN—NSENINERESE, AR RRELEEE?

AT, 7HREERATE, ELRRBRFI. BeR(1EF R EEAIREE,
B, E202, 203, 20 4AhHEMMENBETEE BRI, HRERGEEBRT
B, EBe], IR BB MR BB EAE.

XEFHNIBEIET 03 hNERY, Leader WEI—NEiEK, B— 1 HEXEEFRIERS
0 mFN ARIFEIASHASRE (TERR) | EBEERK(IEE S Rie Lttt
A RE= SIS KERIE?

Raft Log
index | term | data
Raft -
State 5 2 b<-2

Machine

2 hello<- AR

~~ . Puthello<-world
client @

T

msgappiis @
MsgHeartBeatiE /&
(Commit:6)

etcd Raft H EEHIRAHIZE

BicEmeld, —/AHE, Leader EEHITIHEEREBIINERIXLE Follower T5r1, ki
MEMERE, B—AE, Leader FRFAMBEESRBE WAL, Kisfie2 1/0 a7 'ﬁ)\riﬁm

HREME/\, NEAERERIFMEINSYIAY, etcd [Gim key-value 7Z#E5 |EE2
boltdb, IEWNFA1~ 10RINEN, BE—1ET B+ tree SCHINEFES 22, HRBEAEL
1B, 1BXEBA, 8% dirty page AR ES., EXIIFEF boltdb SF=4HiEENE
M I/O BN, EESRERMEKIHE 1/0 MBS A MEE,
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E')'—' ERBNEMECIEERES, etcd TRAY CPU. AfF. NETRRRNTE, BUE

e,

12T ETR R SEREREIRARINE 25, BASIREBET etcd [IAEMIIEFTERIT
8, {FALSE THXIEE.

iostat

blktrace

trace A=
ps/top

pprof/heap etcd E I=LF;\

free

etcd-dump-logs(wal)
ps/top

pprof/profile

boltdb/etcd-dump-db(boltdb)

mpstat

perf

netstat

Isof

ENEAREE R KSR HIMSE R HRIR, il EERE ST IREIRIRHE
RE. CPU. MIBEIR,

EANEERNTE, 9818 metrics. trace HE. etcd EfttHE. WAL B boltdb
S ILEZ,

ETR, BETEEIERZOERTIETsEHIIARTIR, S8BXNIE, AIREAN
o eted FERTRIFNBVERTTEZFORE.

RLE
BAER(IREE MEEPE—MERITT 8RR, MSIER,
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£ etcd 1, NP RZEEEEY 2380 inOHHEE(E, LA5SH Leader &5, AERELE
FIhge, EEEMEKRE (FIHE. Y. BEM) XLEE etcd RBAIMEEREES
M,

MEZRLEISENENRI2EZAM. EREE). Z8F. BBATNENARELMNE
SESHRVER R ?

—HE, EATTLMERERR ping/traceroute/mtr, ethtool. ifconfig/ip. netstat,
tcpdump REDIT LRSS, WXNENEBEYE. Y, SENTNERREEFEEE
FiiR, A etcd HIERNIEEINSREERASHE, 1l etcd IRDTEH

B—HHE, etcd NEAERMT TRZBINSESITEY metrics 18tR, 23100 :

etcd _network active_peer, R peer Z[aERERANEESL;
etcd_network peer round trip_time seconds, 7= peer Zj8 RTT ZEAY;
etcd_network peer sent failures total, FTRA&AIXLS peer NKMIEREL;

etcd network client_grpc_sent bytes total, 7 server &iX4s client B9E=F
#, BEIXMEREA IR LSS etcd HiRE;

etcd_network client_grpc_received bytes total, 7= server iZ| client ZXAIR
FHE, BXMERYLAUGE etcd NiRE.

client NARE BN TEFIR:

Client Traffic In

800 kB/s
600 kB/s
400 kB/s

200 kB/s = - ——— o
05:30 06:00 06:30 07:00 07:30 08:00
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client HAZWMN TESEM R, MEPRFERITLUES, IEERERL 140MB/s(1.12Gbps), X
BIEEARSER, HAWSHEEBKE expensive read request B{F, & etcd EEHE
SiERFEHIER, {ReILAF ifconfig £HSEERTHMEDSEIR,

Client Traffic Out

140 MB/s
130 MB/s
120 MB/s
110 MB/s
100 MB/s

90 MB/s
07:20 07:30 07:40 07:50 08:00 08:10

etcd metrics §¥rBH namespace 1 subsystem, name 2HpEg, namespace 3 etcd,
subsystem E#&H4Z (Ebal network, name EYRAYIEFRE) . {RAJLATE Prometheus
EB183 etcd network ¥ EIFFE network #8XHJ metrics 151543,

TEHE— M EEHED AR ERA metrics 15FR:

B) S5
etcd_network_active_peers{Local="fd422379fda50e48", Remote="8211f1d0f64f3269"}
etcd_network_active_peers{Local="fd422379fda50e48", Remote="91bc3c398fh3c146"}
etcd_network_peer_sent_failures_total{To="91bc3c398fb3cl46"} 47774
etcd_network_client_grpc_sent_bytes_total 513207

A W N R

MELE metrics &, {RETLIEZ) 91bc3c398fb3c146 FEHMTEE, & etcd IFEH,
MERESEH etcd MBENEREERERANGE:

—73E, expensive request FRIARBEISEN-RHIFRM, FEERFER, NS
¥ etcd EIHE TR, SRS, expensive request SEM<EE, HIEAT, XTE etcd
HRIFFHBEZRENEM, BEEERNSREERE&ELE, i K& key-
value,
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B—HHE, EESEEIPE R, SIEETEETAX., Hh. SEEERK, FREK5
e, BMNTAZEN RTT #5, BRTENES,

& 1/0

T RSB T AMSENEERE T ENERE, BIIBEERZORTHE
/O,

IFANFAEFTSLAY Raft HEEHZIRTERPIRNER, £ etcd FFEICRE Raft HEFA
IER boltdb 531, #WELTHAE /0 AIMERE.

4 eted IS REHIIERNE, HIEETRXE disk BXIBIRESIER. FK(IFTLIED
etcd #EEHEXAY metrics(etcd disk wal fsync duration_seconds #]
etcd disk backend commit_duration _seconds) XA FEEEIES N2 RIMERE,

etcd disk wal fsync duration_seconds ({&#R disk wal fsync) ZFx WAL HEREAKL
B9 fsync REVARIERTSUE, —RgA Mt SSD £ P99 FERTTE 10ms I, (1 TFERR.

Disk WAL Sync Duration

50ms

4.0ms

3.0ms

2.0ms

1.0ms
08:08 08:10 08:12 08:14 08:16 08:18 08:20

etcd disk backend commit duration seconds ({&#R disk backend commit) Fxig
i boltdb 5512 32AVEERT, —Hig P99 #£ 120ms K,

Disk Backend Commit Duration

70 ms

60 ms

50 ms

40 ms

30 ms E—
08:10 08:12 08:14 08:16 08:18 08:20 08:22 08:24
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XBEFFEIENE, —RinEERAMEIEERE P99, (B3R L etcd XIHAEIFHIBK
Bk, —IREE |/O IKaIFAIREF=4 Leader t]#E, WISRARBZIEEF Leader LI, iEK
e, (BRMEEREEERER, FILES P100 A FEARBTHE I/0 K%
A,

[ERY etcd BY WAL 1&R1E fdatasync #2(FEIT 1 #08Y, tBh&7E etcd HITEDUNTFAIAE,
RALAEEREH—EEL

SHIRTD
1 +if took > warnSyncDuration {
2 if w.lg !'= nil {
3 w.lg.Warn(
4 "slow fdatasync",
5 zap.Duration("took", took),
6 zap.Duration("expected-duration", warnSyncDuration),
7 )
8 } else {
9 plog.Warningf("sync duration of %v, expected less than %v", took, warnSy
10 }
1 }

3 disk_wal_fsync f8irFEIR, —RERERGHIRMESFESS. SABEUE
2 CPU Sz, cgroup blkio [REISERY, FIEFRMIZINAXDVE?

{RAJLAIEIT iostat, blktrace TESHREENAELARRAZE. B4R, HA
blktrace 2 blkio EHIRE 1/0 DFFlss, BRICR IO #ANBRRE. 10 BEREMIEN
BKRT, 10 BRDERENZFIKE. RFIRGBEIRTTRHIX—RFHR(ERYATE, FEMRAIL
##2 1/0 MRSURAERIMNER,

3 disk_backend_commit 8RR ERE, RIAESERIIEFHI B+ tree BT,
P, BHA dirty page. EAM meta page HREREER T KERTE),

disk_backend_commit {5ir&5E, BERBARHIE I/0 RETREIL?

# disk_backend commit &5, disk wal fsync X]IEE, ixBAHEIREIReHIAEk B R
/O tEgE, tBIFR B+ tree NEYE. SRIEFHRENISEXREZIERESIE. bl
etcd BRIATA stable kA (etcd 3.2 | 3.4) , M freelist FERIBEFEINE TIEELTHT
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RURTRIEZER O(N), & db 3HIRK., THRERUOHHIRHE, NrsESMESER
SZERT,

ABINMAIX DB S IRAISIE TS ERAVFERTE?

etcd IR T disk backend commit rebalance duration 0

disk_backend commit_spill duration 8> metrics, 3 BIFRTFEFZIRIIIIES B+ tree

HEHERN D ZR(ERERT D XA,

o, (FEEER disk_wal_fsync IERAYE WAL XHIRFE NRFALRTE,
disk_backend_commit iCRAIZENFFIEAFEN . BFETRAME /0 2T,
A TIRIHR etcd SSEFVRREME, EINAEA SSD MR LIBRESRIREY.

expensive request

EHEMMREREIRIER, AR EEEAERTARES Al ?

M2 02 BRAEEKRGER IR, —MEEIERET Raft HHbER, RESES!
MVCC &R, BBATE MVCC IRREBIRL S SERERHIRNE? BRI ERIE
£77?

etcd 3.4 fRAZAEI, EMNF put/txn FEKEPMASHIAY apply FO4bEEEEK range A2
B, B MEKHITEIE 100ms BY, ERASTE etcd log F¥TEI—%"apply request took
too long"HEEHE. BELAEFAITLRNESERF apply REFETRIENSEK, B
ENERERRRTARRSHRY.

EEan7E Kubernetes 1, Z5EF Pod REAUAHR, E{RIREHAT List Pod, AIEESSEL
etcd HILKER]"apply request took too long"EEHE,

EAXS etcd M, List Pod 5K REIKER key &Hifl, SRS CPU, RTE. M
RFIE, k3 expensive request B9 QPS &K, NRAIEESE OOM, £4,

S8, BRTASSAIECHY expensive request ISR SEGEREIFILAGN, EEEIEER etcd K
SR SCIF AR,
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ELANTE eted 3.2 #1 3.3 IRAEIEKTTALZAI, HEEH MVCC R buffer, HITFHHRBIHE
e, MR ESRFPHI 7 —1 long expensive read request, NESHEEXFITE
Bilzh., B9 expensive read request FEa—EFE MVCC By buffer €81, S 55
KESPEEEFRBURIEF,

£ 7 f#5c expensive request HERESHIFNASS, BT REWTHRRISKERTS KSR
AIRENIER I ?

NTIREENRERT DA UMM, SERSRIRRAERER, eted X7 3.4 IRAFHPLI
T trace %, FHIECR T —MEREZTNEREVFERN., BREMNEBGFEIT RSB EOAR
100ms, MISFTEI—2% trace HE.

THEHERKS trace HEITEDRIRERAL 1 PP EEEERFITIREFA trace HE. WNBE
F{RAILAEZ, trace HEICR T LATMERFERT

agreement among raft nodes before linearized reading, I ERIEIERA Leader
&2 readindex EifIFE(FAM applied index >= Leader f§ committed index, {8
BRTIEX D2 readindex 212254 applied index > Leader Y committed
index 1€, 7£ etcd 3.5 HFET trace, X9 TLALEMER;

get authentication metadata, FKEVSRUTEUE;

range keys from in-memory index tree, MIIFZE5| B-tree &L key FIRITAAY
WRARSHIER;

range keys from bolt db, RIEIRASFIFEM boltdb &[G, $KEFRFHY key-value 1§
=-

o

filter and sort the key-value pairs, 138, HEFF key-value 713&;

assemble the response, BEER.

SHIED

"level":"4info",

"ts":"2020-12-16T08:11:43.720+0800",

"caller":"traceutil/trace.go:145",

"msg":"trace[789864563] range",

"detail":"{range_begin:a; range_end:; response_count:1l; response_revision:
"duration":"318.774us",

~N o o0 b~ W N
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"start":"2020-12-16T08:11:43.719+0800",
"end":"2020-12-16T08:11:43.720+0800",

10 "steps": [

11 "trace[789864563] 'agreement among raft nodes before linearized readin
12 "trace[789864563] 'get authentication metadata' (duration: 2.97us)",
13 "trace[789864563] 'range keys from in-memory index tree' (duration: 4
14 "trace[789864563] 'range keys from bolt db' (duration: 8.688us)",

15 "trace[789864563] 'filter and sort the key-value pairs' (duration: 57
16 "trace[789864563] 'assemble the response' (duration: 643ns)"

17 ]

18 1

LEERAFRLITRIBLIN EFERTIE?

EHE put BiEKAIHT trace BE, 1R 7 LA ERFERT

process raft request, SiERkiEARZ! Raft EHRAMNESERRFERT;

get key's previous created revision and leaselD, ¥XEX key E—MEIEEIRAS K
leaselD HYFERT;

marshal mvccpb.KeyValue, FEFIY KeyValue Z5Ka{AFERT;
store kv pair into bolt db, 7Z# kv #4EZE! boltdb FIFERT;
attach lease to kv pair, 1% lease id KExZ| kv _FrFaRTIE],

S5
1 {
2 "level":"info",
3 "ts":"2020-12-16T08:25:12.707+0800",
4 "caller":"traceutil/trace.go:145",
5 "msg":"trace[1402827146] put",
6 "detail":"{key:16; req_size:8; response_revision:32030; }",
7 "duration":"6.826438ms",
8 "start":"2020-12-16T08:25:12.700+0800",
9 "end":"2020-12-16T08:25:12.707+0800",
10 "steps": [
11 "trace[1402827146] 'process raft request' (duration: 6.659094ms)",
12 "trace[1402827146] 'get key's previous created_revision and leaseID'
13 "trace[1402827146] 'marshal mvccpb.KeyValue' (duration: 1.857us)",
14 "trace[1402827146] 'store kv pair into bolt db' (duration: 30.121us)"
15 "trace[1402827146] 'attach lease to kv pair' (duration: 661lns)"
16 ]
17 }
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BISLAE2ERT trace %5t (RAIAJLARIEEMZISERNESERIERE. ELanZReE
etcd Kt T —MFNEIKE key By value BKHI expensive request iskAVET IR, BES
FEEESNTRAY warn 1 trace B,

MUATBEREATTLER, iEKEIEN vip 8158 FATBH kv #UEEHEE 250 &, B
ST RIEIREA/IVEG 250MB, SFERTZ 1.85 ), HAM boltdb & key iHFET 1.63

.

SHIRTD
1
2 "level":"warn",
3 "ts":"2020-12-16T23:02:53.324+0800",
4 "caller":"etcdserver/util.go:163",
5 "msg":"apply request took too long",
6 "took":"1.84796759s",
7 "expected-duration":"100ms",
8 "prefix":"read-only range ",
9 "request":"key:"vip" range_end:"viq" ",
10 "response'":"range_response_count:250 size:262150651"
11
12
13 "level":"info",
14 "ts":"2020-12-16T23:02:53.324+0800",
15 "caller":"traceutil/trace.go:145",
16 "msg":"trace[370341530] range",
17 "detail":"{range_begin:vip; range_end:viq; response_count:250; response_re
18 "duration":"1.850335038s",
19 "start":"2020-12-16T23:02:51.473+0800",
20 "end":"2020-12-16T23:02:53.324+0800",
21 "steps": [
22 "trace[370341530] 'range keys from bolt db' (duration: 1.632336981s)"
23 ]
24}

&a, BRNEEEI

%F—, Tx etcd 3.4, logger BERIAA capnslog, trace %54 RABEES logger 8 zap AF
FHE, BEIRESEIRE --logger=zap.

5, trace HMHABEICRAAEXRENE KR, BEHAIREES ¥ MVCC &3R4y
range/put/txn EEBIEO., % Authenticate $f0EK, WREIAE CPU itE, ERE
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EESHY, 7 trace HETBRNRBHEXICRE.

MRFFETEREN, mERIES. QPSIEXS, ERAHUIEKRER, TTRERS
SNARER. BHFFROSEAIE?

etcd BNASHHAATSKESNMEOMEREGE, FITTLABTIRE etcd BNEEHEE] --
metrics 73 extensive SEFE, $KEE gRPC ZOREREERE, RATEIEES R gRPC
EORNEKEL, 3K1E QPS,

MTFEET AT metrics #dE, 251 /> Put i53k, RERS OK, HAE 240 MNMEKTE 100
ZM AT,

SHHS
grpc_server_handled_total{grpc_code="0K",
grpc_method="Put", grpc_service="etcdserverpb.KV",
grpc_type="unary"} 251

grpc_server_handling_seconds_bucket{grpc_method="Put", grpc_service="etcdserve
grpc_server_handling_seconds_bucket{grpc_method="Put", grpc_service="etcdserve
grpc_server_handling_seconds_bucket{grpc_method="Put", grpc_service="etcdserve
grpc_server_handling_seconds_bucket{grpc_method="Put", grpc_service="etcdserve

O© 0o N o u b~ W N

grpc_server_handling_seconds_bucket{grpc_method="Put", grpc_service="etcdserve

i

MHB=. D= CPU/Memory #izR

NBEMLR. #i52 1/0. expensive request S2f etcd BKRIE SRRSO TGE
B, BIIBEERENH R RN SHEEREKR=40,

G, #E /0 IER, BT expensive request, ABILATSIERTIEKEEAFENNE?
BRI trace BESHIH ERFRIFEITZER?

THEE—MIXBFRIEN—MEEOSERRGIIRME trace BE. NE—FKBEHE
(ITRTLARDERRIVE T L HiEn0ESE P ER, readindex #1 wait applied index,

IARHEPERPB NS REMAISIERTR? BIZTE eted 3.5 MRAFELLLRTE, FITKE
TEZEZHAE, RKIESET S applied index >= Leader f§ committed index,
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& SHIES
1 {
2 "level": "dinfo",
3 "ts": "2020-08-12T08:24:56.1817",
4 "caller": "traceutil/trace.go:145",
5 "msg": "trace[677217921] range",
6 "detail": "{range_begin:/...redacted...; range_end:; response_count:1l; respons
7 "duration": "1.553047811s",
8 "start": "2020-08-12T08:24:54.628Z",
9 "end": "2020-08-12T08:24:56.181Z",
10 "steps": [
11 "trace[677217921] 'agreement among raft nodes before linearized reading' (dur
12 ]
13 }
14
15 {
16 "level": "info",
17 "ts": "2020-09-22T12:54:01.021Z",
18 "caller": "traceutil/trace.go:152",
19 "msg'": "trace[2138445431] linearizableReadLoop",
20 "detail": "",
21 "duration": "855.447896ms",
22 "start": "2020-09-22T12:54:00.166Z",
23 "end": "2020-09-22T12:54:01.021Z",
24 "steps": [
25 "trace[2138445431] read index received (duration: 824.408us)",
26 "trace[2138445431] applied index 1is now lower than readState.Index (durat
27 ]
28 }

A ASKEX RIS E?

BESARATLUEIT etcd server slow apply total $5i%, MEEEREE KNI ESRSEIE
AERFENEH TR EREEWE.

HIGEREFEARSER., LMEFHRATREIES Leader $E—FH, &4
RHVEIES Leader ZRIRK, AT RIEH Leader HUBIRRSHE—TENE, RESHS

SERTRYELMEIRIBE R

eted ESIESEINISTR, EEFERKRK, REZLINSERN, SHETEHES
IBRFEE.
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RfEEII ps/top/mpstat/perf 2 CPU, Memory 48EnHTLHE, 105 etcd TRERTF
f£ CPU. Memory 3. goroutine {li#. NEFEAEEHESHSLEMBNR"%, GfE
CPU #0 Memory FERE, {RalLUBIYHE debug &=, @S pprof o4 CPU F1NE
R

MG

/NS THNSKRIIRE, HRBIENBEEEKREE, URFERISERER, &
(FEIE T A RE SEGER BRI E NRE.

TRERR, BAATIUNEESRNE T 2SEEKER EFriIRE

MERE, WTIRZE RTT (R, R, HES,

Hi2 1/0 £l5h, £S5 WAL BEEAL. boltdb ESIRATHIEIE), Leader I
B,

expensive request, ELUIKEIERK. WKREIKE key i85, Authenticate ZHEEINGE
BAF;

BEMM, XEZEERSHEMMTEKRMIRETES,

TRECE, CPU ZEILSEIEKGIEER, AFEAESE swap &,
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~» etcd_network_peer_round_trip_time_seconds

etcd_network_peer_sent_failures_total
WBRE
f' p etcd_network_client_grpc_sent_bytes_total
etcd_network_client_grpc_received_bytes_
total
- E8
B I0HIE]

{ etcd_disk_wal_fsync_duration_seconds

etcd_disk_backend_commit_duration_seconds

) Authenticate B34
expensive request

A8, \HAZkey-valueFiER

BEHRM
{ TS EERSEE TR
CPU/Memory

FEDTTXELZARITRES, BIRNEBT etcd [@FOTE: metrics, etcd log, trace

HiE. blktrace. pprof &,

{ CPU Starvation

Memory Swapping

HEEISKIINE, BERHENIRMNENIT eted ZERTHIZN.

BER

A etcd IREH, (RIBREISPLSEANREREMIE? (RRWTHERIIVE?

RUSHRAYE, WRIMANXTRERNTENGR, BRBCELZLIRAUARR, B
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Redis #%/0\\% /"5 SLEX
MIRIRZISC Ay, M)ENZ1E Redis

BEY
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e n7:n¥89 sp7aHnz¥199

© IRIRVREFRHRATE, REVFAINMSERER. NHCEIMGEER, EENIRETBKREEREFERT.

=& 13| dbX/\: SftAetcdit KEIN b XNAEIT8G?
& 15| "F: AtAlRetcdRFESRBFAS?

eIk

i}

(3)

?:;;jg jeffery
2021-02-23
BEALEE
expensive request, KEIEKRSHHIFERIG

EERS: [&iE, RebBdRESEISEERER, SRERBRAEkeylIEIFHEE,
i s*kubernetesfyIinformertflEl{fi{Lexpensive request, —fZER FREZ/GIHIHEE
W—IR, EEBEwatchilHISERTREEUEZ R, kubernetesTERSIFMANE T

@ kingstone
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2021-03-19

ZIHEEF, Eia*TFetcd grafanalafs, grafana.com tEEi&HBHERIFARIdashboards?

{EEES: grafanaBMIZET—, (RAILIES
https://grafana.com/grafana/dashboards/3070
etcdtt XRMH T

https://github.com/etcd-io/etcd/blob/v3.4.9/Documentation/op-guide/grafana.json

4

3 s}

o= fip
2021-03-08

ROBIEEZIm, T8, LA, BITEESHetcd BBINNAZSE (LIRS AI) ==
Imng?

fRERE: 18, PRV EH SRR Ui iR
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